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In the post-GDPR financial services landscape, new business
models will emerge. These models will see providers serve
their clients as collaborative networks, using standardized
platforms and proactively managing new regulatory demands.
In this new ecosystem, who will take the lead? Should banks
– individually or as consortiums – aspire to take on the central
role? Or will it go to tech giants or tech startups, regulators or
some other breed of market players?
I have analyzed GDPR using an innovation framework based
on extensive research of successful regulatory change
management. For detailed description of the framework see
my contribution “A regulatory innovation framework: How
regulatory change leads to innovation outcomes for fintechs”,
published in The rise and development of fintech, Routledge,
2017. In this chronicle, I propose three potential future
business models, validate them with regulatory texts and look
at what’s in it for financial services organizations.
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1. NETWORK ORCHESTRATOR AND QUALITY ASSURER
In a network where financial partners (banks, advisors,
fintechs, agents, fund evaluators, etc) can be both
controllers and processors as defined by GDPR, firms
and customers need to understand where and how
data is placed and used. On one hand, this creates an
opportunity for participants to reach wider markets and
customer segments through the network. On the other,
there is a need for enhanced quality control.
For consumers, trust in these networks is paramount.
Think Amazon. Customers are more likely to trust
the many Amazon sellers knowing that their services
and operations have been ‘vetted’ and that there are
effective protection measures in place if things go
wrong.
Creating and orchestrating Amazon-style financial
ecosystems - with clearly defines roles and effective
quality assurance processes - will anchor banks in a
position of trust with participants and end-users. This
will require significant investment, but as the complexity
of the network grows – typically exponentially - the
benefits from being the orchestrator multiply. The
biggest added value comes from being a reliable onestop shop for a wide array of financial services products
and services.

EXTRACTS FROM THE REGULATION
“The controller, taking account of available
technology and the cost of implementation, shall
take reasonable steps, including technical measures,
to inform controllers which are processing the
personal data that the data subject has requested
the erasure by such controllers of any links to, or
copy or replication of, those personal data.”
“The potential benefits require citizens’ willingness
to make use of online offerings. Lack of confidence
and trust in the services, fear or potential misuse
of data collected will make many potential users
refrain from using these services.”
“The fact that the EU is reforming its data protection
rules to enhance individual rights can be perceived
by many businesses as a competitive advantage,
providing a business environment where the
legitimate and safe processing of personal data is
rewarded with the trust of more consumers.”

/2

REGULATORY CHRONICLE
2. DESIGNER OF ROBUST AND SCALABLE PLATFORMS
Dealing with large volumes of data under GDPR will
require powerful digital platforms. Early in the process
of developing the regulation, the EU made a visionary
statement about creating a single EU-wide IT system
(central platform), based on a common format and
procedures. Such platform would ensure standardized
solutions for handling and analyzing data, automated
decision-making, customization of products and so on.
It would also enable customers to recognize practices
and processes across providers.
In May 2018, a group of Nordic banks announced plans
to set up a joint venture to develop an efficient, common,
secure and cost-effective KYC infrastructure platform for
the region. The platform will facilitate sharing customer
credentials, contributing to crime prevention and the
protection of customers. In a similar fashion, banks
could be teaming up to design common data platforms.
The question banks need to ask themselves is - if it’s
someone else and not them that is setting the standards,
how would this impact their strategy and position in
the market?
It is also worth noting that while standardized systems
are the goal, there is an incentive to optimize legacy
IT. Secure existing applications - and banks have
thousands of them - are reliably good at performing
established, repetitive tasks. They do not adapt to
change easily and will not support innovation, but at
the same time, replacing multitudes of old systems is a
matter of risk and cannot be achieved in a meaningful
timeframe. ‘Bad legacy’ simply cannot be replaced
in one go. GDPR highlights the need for application
portfolio management and making the most of ‘good
legacy’ to ensure secure data protection processes.

EXTRACTS FROM THE REGULATION
“The existence of automated decision-making,
including profiling, referred to in Article 22(1)
and (4) and, at least in those cases, meaningful
information about the logic involved, as well as the
significance and the envisaged consequences of
such processing for the data subject.”
“The information to be provided to data subjects
pursuant to Articles 13 and 14 may be provided in
combination with standardized icons in order to give
in an easily visible, intelligible and clearly legible
manner a meaningful overview of the intended
processing.”
“Taking into account the state of the art, the costs
of implementation and the nature, scope, context
and purposes of processing as well as the risk of
varying likelihood and severity for the rights and
freedoms of natural persons, the controller and the
processor shall implement appropriate technical
and organizational measures to ensure a level of
security appropriate to the risk, including inter alia
as appropriate … the ability to ensure the ongoing
confidentiality, integrity, availability and resilience
of processing systems and services.”
“European industry could become world leaders in
privacy enhancing technology or privacy by design
solutions, drawing business, jobs and capital to the
European Union.”
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3. FACILITATOR OF DYNAMIC REGULATORY MANAGEMENT
Clearly, GDPR is only a start. It is very likely that we
will see the emergence of GDPR2, MiFID III and PSD3,
as data-related regulations strive to keep up with the
advances in technology and the data economy. Also,
regulations such as PSD2 are likely to spring up in
other domains, e.g. funds and life insurance. Yet, firms
are still treating compliance projects as one-off, static
and siloed implementations.
It is true that the industry has been under pressure
from regulators in the past decade. A typical institution
is dealing with around 40 regulatory initiatives at
any one time, with up to 1000 projects at central,
business-unit and subsidiary levels. So, what would it
take for financial firms to stop viewing regulations as
a necessary evil?
In my view, what’s missing is a function for strategic
regulatory management and a mindset to see
innovation in every compliance project. The former
requires six capabilities, such as data supply chain and
sophisticated interfaces, to support the (strategic and
operational) management of regulatory impact. The
latter relies on five design principles to guide improved
management of regulations in the future:
1. Digital economy grade data quality

Over time, the function for strategic regulatory
management will enable proactive and speedy
responses to new regulatory demands. For more details
of the design principles and capabilities required,
read my paper The future of regulatory management:
From static compliance reporting to dynamic interface
capabilities, published in Edition #47 Digitization of the
Capco Institute Journal of Financial Transformation.

EXTRACTS FROM THE REGULATION
“The Commission shall, if necessary, submit
appropriate proposals to amend this Regulation,
in particular taking into account developments in
information technology and in the light of the state
of progress in the information society.”
“Rapid technological and business developments
have brought new challenges for the protection
of personal data. The scale of data sharing and
collecting has increased dramatically.”
“EU based providers will be able to offer a service
with higher quality in terms of data protection and
security at competitive prices at a global scale.”

2. Instant counterparty management
3. Full API connectivity
4. Customer interaction
5. Regtech plug-in architecture
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If your bank is engaged in establishing one or more of
the above business models, you’re on the right track.
Alternatively, you risk lagging behind the competition,
now that GDPR is in full swing. These business models will
also realize value in the wake of future regulations in the
data domain (e.g. relating to IoT, big data, e-Privacy, etc)
and other regulations with a focus on data and reporting,
such as MiFID II, EMIR, FRTB, SFTR and AMLD4/5.
As a quick win, assessing the validity of future business
models will prepare you for the next wave of GDPR
management and help send the message to staff and
customers that GDPR is not about policing the use of
customer data. It’s about proactive and positive ways to
drive value and competitive advantage, with innovation
as a starting point.
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