US CRYPTOASSET REGULATION:
CONSUMER PROTECTIONS AND CURSORY GUIDANCE
By Tyler Salathe, Consultant

2018 saw a rapid growth of interest within both traditional financial institutions and newer fintech firms for the custody and management of
cryptocurrency assets. United States regulators have generally taken a non-interventionist, laissez faire approach; likely to avoid the perception
of stifling a nascent industry and preserve the ability to compete with less restrictive international regulatory regimes. However, until the SEC
releases more detailed rulings for qualified crypto custody agents, firms are still holding their breath. With that in mind, we look to guidance
and recommendations from the three major regulatory bodies in the US to understand the current state of crypto regulation.

CFTC
As far back as December 20141, the Commodity Futures Trading
Commission (CFTC) classified Bitcoin and other cryptocurrencies
as commodities and thus covered by the Commodity Exchange
Act. In doing so, the commission issued its first action against any
crypto trading organization, charging the San Francisco-based
startup Coinflip Inc. with conducting activity related to commodity
options without registering with the CFTC.
They found that under Section 4c of the Commodity Exchange Act,
Coinflip should have registered as a SEF (swap execution facility)
or designated contract market, as the agency defines commodities
to include “all services, rights, and interest in which contracts for
future delivery are presently or in the future dealt in2.” The CFTCs
authority was solidified last year when NY district judge Jack
Weinstein ruled that “virtual currencies can be regulated by the
CFTC as a commodity3” when determining whether the company
CabbageTech absconded with customers’ digital assets.
Since then, the CFTC has ruled various times within the
cryptocurrency markets, acting against BitFinex4 as an unregistered
Bitcoin futures exchange, finding wash and prearranged trading
violations on the Terra Exchange5, issuing warnings on digital
asset volatility6, and taking action against a Bitcoin Ponzi scheme7.
Addressing a law and compliance conference in D.C. last May,

CFTC commissioner Brian Quintenz stated that the CFTC is
working closely with the SEC in crafting future regulations and
approaches to the crypto market8. The CFTCs focus to date has
been on fraud, market manipulation and disruptive trading around
cryptocurrencies. In a February press release9, the CFTC indicated
that cryptocurrency surveillance practices are a top priority for its
Division of Market Oversight (DMO) branch in 2019.
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IRS
A year before the CFTCs guidance on Bitcoin and other cryptocurrencies, the IRS ruled in 2014 that the sale or other exchange of virtual
currencies “generally has tax consequences that could result in tax liability10”. The IRS found that for federal tax purposes, “virtual currency is
treated as property,” meaning general tax principles applicable to property transactions would also, therefore, apply to transactions involving
cryptocurrencies. What that meant for cryptocurrency holders was the inclusion of the fair market value (FMV) of the virtual currency when
computing gross income.
The IRS notice did note that the character of the gain or loss generally depends on how the cryptocurrency is intended to be used by the
taxpayer. If the cryptocurrency is not a capital asset in the hands of the taxpayer, then the taxpayer would generally realize ordinary gain or
loss on the sale of that currency. The notice also provides other examples, with a taxpayer’s ‘mining’ of cryptocurrency also ruled as realizing
gross income and subject to self-employment tax. Additionally, taxpayers who in the course of a trade or business make payments of $600 or
more in value in cryptocurrencies are required to report those payments to the IRS.
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SEC
While the SEC has yet to establish defined guidance for
cryptocurrencies, the digital asset space will likely receive further
detailed regulations from the commission and other regulatory
bodies in 2019. Hester Peirce, an SEC commissioner, confirmed
as much during a speech at the University of Missouri in February
2019. Her remarks confirmed that the SEC is currently working

on “supplemental guidance to help people think through whether
their crypto-fundraising efforts fall under the securities laws11.”
The SEC published consumer protection information regarding
ICOs in 201812 and its chairman Jay Clayton stressed the
importance of the SECs oversight role in establishing full
protections against fraudulent actors in the ICO space during a
February 2019 testimony13.
On June 14, 2018 Bill Hinman, the Director of Corporate Finance
at the SEC, announced that “current offers and sales of Ether are
not securities transactions14.” As per the SEC’s direction, in cases
where there is a digital asset that represents a set of rights that
gives the holder a financial interest in an enterprise, the digital
asset would be considered a security. But a digital asset that no
longer has any value as an investment vehicle in an enterprise but
instead is sold only to be used to purchase a service or good should
not be considered a security. Known as the Howey Test, whereby
the Securities Act of 1933 15 U.S.C. § 77b defines instruments15 as
‘investment contracts’ when a person uses a contract, transaction
or scheme to invest money in a common enterprise and is led to
expect profits solely from the efforts of the promoter or third party
of the enterprise. Generally, four criteria must be met in the Howey
test to determine an investment vehicle is a security:
1.
2.
3.
4.

It is an investment of money
There is an expectation of profits from the investment
The investment of money is in a common enterprise
Any profit comes from the efforts of a promoter or third party

Congressmen Warren Davidson and Darren Soto introduced the
Token Taxonomy Act to congress in December 2018. The bill
calls for increased regulatory clarity surrounding cryptocurrency
taxonomy and codifies that securities law would not apply to
cryptocurrencies. The congressmen argue that the Howey Test
discussed above should not be applied to cryptocurrencies and
that a more nuanced standard should be conceived for digital
assets. The bill would amend the Securities Act of 1933 and the
Securities Exchange Act of 1934 by adding language to define
“digital tokens”.
If a cryptoasset could be ruled as an investment in the underlying
company or blockchain that supports it, it may very well be
considered a security. As the classification may need to take
place on a case-by-case basis focused on inherent characteristics
of the cryptoassets, we expect further guidance on cryptoasset
taxonomy from both the industry and prominent regulators in the
coming months.
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