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Abstract
An emerging trend in industry and research is the need to deal with
increasing complexity and volume of data when performing analytics. This has led to the rise of the topic of “big data” systems within the financial technology sector, which we explore in this paper
within the context of emerging blockchain technologies. Both big
data and blockchain technologies have witnessed significant innovations, emerging new concepts, and use cases in a relatively short
time. We discuss in this article these technologies in general, survey
some projects and products that combine the two areas, and present a use case for these technologies in coming regulatory requirements for auditing and reporting under MiFID II.
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BIG DATA

example, KDB+2, designed to process and analyze billions of records
in real-time. In this context, we particularly focus on a specific, but
important, topic within the financial services sector that is becoming
much more relevant today as a result of MiFID II regulations, and
making this a more of a big data problem to solve; namely, the capture and storage of trading events, trade reports, and transaction
reports for five years, and be able to report this data back to the
regulator on demand.

The term “big data” initially appeared around the mid- to late-1990s,1
and has since come to represent a label given to areas that require
analysis, processing, modeling, or analytics on huge datasets that
cannot be processed by traditional database systems. One complication with such a generic label is that it has often been questioned
exactly what constitutes big data, as any generic definition will by its
very nature tend to be subjective and may vary between industries
and disciplines. Rather, we prefer to think of big data as a set of new
techniques and analytical practices that can be applied to large sets
of data that result in insights and deeper understanding of the relevant topic.

DISTRIBUTED DATABASE SYSTEMS
Distributed databases are a subset of the distributed systems field
in computer science, where components on different physical locations interact via a network in order to achieve a common goal. A
distributed database system is a collection of databases that adhere
to the above, the databases each reside at physically separated locations and communicate with each other over a common network.
Each node is managing its own set of data via DBMS independently
of the other nodes, and all databases are managed by a distributed
database management system (DDBMS), which is responsible for
synchronizing between the nodes, ensuring all nodes have the full
data and the integrity of the data, and loading balancing between
the databases for data retrieval. To summarize such functionality,
the DDBMS handles all databases as if they are all stored on a single location in a completely transparent way for the end user [Özsu
and Valduriez (2011)].

Some authors and technology experts have attempted to define key
attributes of big data. For instance, in 2001, in a research note by
Doug Leany from the Meta Group, the term “3Vs” was introduced to
describe the three basics of big data, which included:
■■
■■

■■

Volume: the quantity of the data.
Velocity: speed of data generated, usually for real-time availability.
Variety: the different sources of data.

Later, two other Vs were added:
■■
■■

Variability: the consistency of the data
Veracity: the quality of the data.

Currently big data trends continue to emerge in a variety of new
fields, from marketing to social media and especially within the financial services industry. Most are used for data analytics and insights. There are tools and specific in-memory databases like, for

BLOCKCHAIN
Discussions on blockchain technology are provided in Peters et al.
(2015) and Peters and Panai (2015). In general, the terminology of
this new field is still evolving, with many using the terms block chain
(or blockchain), distributed ledger, and shared ledger interchangeably. Formal definitions are unlikely to satisfy all parties, but for the
purposes of this article the key terms are as follows.3 A blockchain
is not a database but it can conceptually be thought of as acting like
a database in the sense that it is a ledger that takes a number of records and puts them in a block (rather like collating them on to a single sheet of paper). Each block is then “chained” to the next block,
using a cryptographic signature. This allows blockchains to be used

DB
site 1

Network

DB
site 2

DB
site 3
DDBMS

1

Users

2
3

Figure 1 – Distributed database architecture
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For example, in 1997 it was referred to at the Institute of Electrical and Electronics
Engineers (IEEE) conference on visualization.
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These will be discussed in greater detail below.
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integrity protocols discussed in Peters and Panai (2015), as several
approaches can be adopted to achieve this in blockchain technologies. Upon this extended definition of a transaction it allows for
the removal of intermediaries, since now transactions can be independently verified and processed by every node in the network that
maintains a copy of the database.

like a ledger, which can be shared and corroborated by anyone with
the appropriate permissions. There are many ways to corroborate
the accuracy of a ledger, but they are broadly known as consensus
(the term “mining” is used for a variant of this process in the cryptocurrency Bitcoin). If participants in that process are preselected,
the ledger is permissioned. If the process is open to everyone, the
ledger is unpermissioned (see discussions below). The real novelty
of blockchain technology is that it is more than just a database – it
can also set rules about a transaction (business logic) that are tied
to the transaction itself. This contrasts with conventional databases,
in which rules are often set at the entire database level, or in the
application, but not in the transaction.

To move beyond this simple description and understand further the
differences between blockchain and standard database technologies, we first discuss the types and capabilities of modern databases. Depending on the nature of the data one is storing, there are five
genres of databases [Redmond and Wilson (2012)]:

A blockchain is not exactly a database

■■

In terms of applications of blockchain technology, one could argue
that we are still in the exploration phase. It is prudent to be cautious
about claims that this technology, particularly in its “permissioned
blockchain” form when being used in fields as diverse as banking,
insurance, or accounting. In particular, it would be useful to explore
exactly what advantages blockchains have compared to well-understood transaction recording technologies, such as databases.
In fact, one could think of a blockchain as a technology for creating structured repositories of information, often termed a ledger in
blockchain parlance. This can be strongly linked to similar understanding of a database, for instance, when talking about a ledger for
financial assets. This, of course, could be represented in a database
table, where in the simplest form each row represents one asset
type owned by one particular entity. It has a number of attributes,
one per column indicating information such as the owner’s identifier,
an identifier for the asset type, and the quantity of that asset.

■■

■■

■■
■■

Relational databases, such as SQL and variants, which are based
on set theory and implemented as two-dimensional tables.
Key-value stores, which store pairs of keys and values for fast
retrieval.
Columnar databases, which store data in columns, and can have
more efficient representations of sparse tables compared to relational databases.
Document databases.
Graph databases, which model data as nodes and relationships.

Databases can be centralized (residing at a single site) or distributed over many sites and connected by a computer network. We
will focus on the latter, given the closer proximity to the blockchain
concept.

Distributed databases and blockchain
A number of emerging blockchain platforms are beginning to utilize
connections between the blockchain ledger and some version of a
distributed database for secure off-chain data storage. It is, therefore, useful to recall the difference between a blockchain and a distributed database.

We can think of blockchain in the simplest form as a technology that
allows for such ledgers to be managed with multiple participants. In
simple forms of blockchain technology, each participant will in some
cases also run “nodes” in the blockchain network which hold a copy
of the database. Their role is then to transmit transactions to other
nodes in a peer-to-peer fashion. These transactions, from multiple
participants, can occur in a blockchain typically without requiring
the trust of all the participants. This brings us to considerations such
as those discussed in Peters and Panai (2015), which considers data
integrity and governance issues via the blockchain technology’s
ability to offer disintermediation.

A distributed database is a database in which portions of the database are stored in multiple physical locations and processing is
distributed among multiple database nodes.
A centralized distributed database management system (DDBMS)
integrates the data logically so that it can be managed as if it were
all stored in the same location. The DDBMS synchronizes all the data
periodically and ensures that updates and deletes performed on the
data at one location will be automatically reflected in the data stored
elsewhere.

So, we learn that a blockchain is a technology that allows us to utilize a database with multiple non-trusting participants, but does not
necessarily require a trusted intermediary. Versions of the blockchain architecture, such as those developed in Bitcoin, remove the
requirement for trusted intermediaries by extending the definition of
a transaction, i.e., a modification to the database entry, to include a
proof of authorization and proof of validity. This relates to the data

Distributed databases can be homogenous or heterogeneous. In a
homogenous distributed database system, all the physical locations
have the same underlying hardware and run the same operating
systems and database applications. In a heterogeneous distributed
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will be important for blockchain technologies too, if they are to be
successful in a business enterprise setting. In the following section
we discuss these security aspects in depth and comment on blockchain attributes with regard to them.

database, the hardware, operating systems, or database applications may be different at each of the locations.
The objective of a distributed database is to partition larger information retrieval and processing problems into smaller ones, in order
to be able to solve them more efficiently. In such databases, a user
does not, as a general rule, need to be aware of the database network topology or the distribution of data across the different nodes.
It should also be noted that in a distributed database, the connected
nodes need not be homogeneous, in terms of the data that they store.

So far we can conclude that blockchains are a sensible technology
when we wish to consider a set of databases that are to be shared
by multiple participant contributors all of whom can modify the database directly, in an environment in which no trust is required between
members of the network. Furthermore, we can see that blockchains
further differentiate themselves from direct database solutions when
we begin to consider transactions of multiple participants that interact
or have dependencies on transactions of other blockchain member
participants in non-trivial manner with each other.

Because of the design of these databases and the replication of
data across different nodes, such a database has several advantages [Elmasri and Navathe (2014)]: (1) better reliability and availability,
where localized faults do not make the system unavailable; (2) improved performance/ throughput; and (3) easier expansion.

BLOCKCHAIN TYPES

In every distributed database, however, there is the issue of how
modifications to the databases are propagated to the various nodes
that should hold that data. The traditional approach is a “master-slave” relationship, where updates to a master database are
then propagated to the various slaves. However, this means that
the master database can become a bottleneck for performance. In
multi-master replication4 modifications can be made to any copy of
the data, and then propagated to the others. There is a problem in
this case also, when two copies of the data get modified by different
write commands simultaneously.

There are several types or “flavors” of blockchain, and in this section we will provide a short review of each.

Permissionless ledgers
A blockchain with no single owner, such as the one used in Bitcoin,
is defined as unpermissioned or permissionless ledger. This type of
ledger allows anyone to contribute to the chain, i.e., no one has the
power to prevent others from adding data to the chain, and everyone
holds the exact same copy of the ledger. The integrity of the chain is,
therefore, determined by the consensus of all participants. However,
this makes the ledger challenging to govern.

A blockchain could be seen as a new type of distributed database
that can help prevent such conflicts. In the same way that the Bitcoin network will reject a transaction where the Bitcoin balance to
be transferred has already been “spent,” a blockchain can extend
the operation of distributed databases by rejecting transactions,
such as delete a row, that have already been undertaken by a previous transaction (where a modification is a deletion, followed by the
creation of a new row).

Permissioned ledgers
A blockchain with one or many owners, where a limited number of
participants have the power to approve a new record added to the
ledger, is a permissioned ledger. The governed structure of this type
of ledger makes the consensus process much simpler and these ledgers are usually faster than unpermissioned ones.

A second difference between blockchains and distributed databases lies in the ability to create self-enforcing contracts that will
modify the blockchain’s data. Many permissioned blockchains have
a built-in virtual machine, such that one can execute pieces of computer code on the network. If this virtual machine is Turing-complete,
this means that the machine can potentially solve a very large set of
problems, which is very useful for executing more complex transactions on the network, possibly conditional on the state of certain
off-chain variables.

Distributed ledgers
Distributed ledgers are like a distributed database and are spread
across multiple sites and networks. Records are added continuously
one after the other, and not by blocks. This type of ledger requires
more trust in the validation of the operation over the ledger. The
global financial transactions system, Ripple,5 for example, uses a list
of trusted validators in order to prevent transaction fraud.

The proliferation of databases as data stores has spawned considerations regarding data-related aspects, such as security, confidentiality, and integrity. We argue that discussions around these issues

4
5
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Public blockchains
A public blockchain, generally considered to be “fully decentralized,”6 is a blockchain that anyone in the world can read, add transactions to, and participate in the consensus process. These chains
are secured by cryptoeconomics – the combination of economic incentives and cryptographic verification, where the influence on the
consensus process is aligned to the size of economic resources a
participant brings to the chain.

86.15 GB
77.90 GB
69.60 GB
61.31 GB

Shared ledgers

53.01 GB

A shared ledger is a term coined by Richard Brown, formerly of IBM
and now Chief Technology Officer of the Distributed Ledger Group,
and typically refers to any database and application that is shared
by an industry or private consortium, or that is open to the public. It
is the most generic and catch-all term for this group of technologies.
A shared ledger may use a distributed ledger or blockchain as its
underlying database, but will often layer on permissions for different
types of users. As such, “shared ledger” represents a spectrum of
possible ledger or database designs that are permissioned at some
level. An industry’s shared ledger may have a limited number of fixed
validators, who are trusted to maintain the ledger. The face that a
number of trusted participants can validate transactions can offer
significant benefits.

2015-10-16	

2016-10-14

Source: blockchain.info/charts
Figure 2 – Blockchain size

use blockchain features for very large sets of data, for example by
extending a distributed database functionality or by offloading data
to an offline data storage.

Big data blockchain solutions
Certain problems require the save and storage of large amount of
data; from real time marketing analysis online, to trading monitoring
and indication systems. Usually, databases, either classic or distributed, and data warehouses will be used for this task, as they provide
the capacity, latency, and scalability needed from a big data solution. As shown above, a blockchain is not a database, but it carries
with it a data storage and some interesting characteristic such as
immutability, which can be a necessity for some applications. In addition to immutability, there are all the SQL language features that
are part of the traditional database systems, the ease and fast insert
operations, and a timely select function with different filters. A usable blockchain big data solution will need to provide all these basic
properties as a prerequisite.

Fully private blockchains
A ledger where all write permissions are controlled by one organization is considered a private ledger. Read permissions can be made
public. These types of ledgers are useful for auditing purposes, as
we see in our usage case presented later in the article.

Smart contracts
Smart contracts are contracts whose terms are recorded in a computer language instead of legal language. It can be designed to enact legal contracts or regulations. Smart contracts can be automatically executed by a computing system, such as a suitable distributed
ledger system in response to changes in the ledger, in real time.

There are several approaches for this problem, we will review the
main ones with a representative for each of the options.

THE ROLE OF BLOCKCHAIN TECHNOLOGY IN BIG DATA

Blockchain on top of distributed database

Big data in finance usually describes Petabytes (1 Petabyte is 1000
Terabytes) of trading data that are used for analytics generation. For
example, the first level of the order book for all European markets
[trades, bid and ask, see Gould et al. (2013)], will generate a capture
file of about 5 GB a day. To put that in perspective, the size of the Bitcoin transaction database is a bit less then 85GB, with average block
size of around 0.75MB (as of October 11, 2016) (Figure 2).7 Blockchain
as it currently stands is not built for large datasets and big fast data
insertion and queries. Several solutions are now emerging, which

One interesting and innovative idea is using an existing distributed
database technology with added blockchain functionality. The distributed database is by nature an excellent big data storage. It can
scale horizontality and increase capacity and throughput by adding

6
7
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shards (or nodes), it has a rich query language, like T-SQL (Transact-SQL) or NoSQL, and a built-in permissioning management. Adding blockchain features seems very natural as both share a distributed architecture, and blockchain can add immutability, the option to
have a decentralized control mechanism, and a common well-known
way of handling trail of digital assets. We will demonstrate a potential usage for this technology in our architecture for event capture
data storage. The main features will include:
■■
■■
■■
■■
■■
■■

■■

■■

■■

Autonomy and decentralization: all the nodes construct the system without any centralized governance.
Fault tolerance: the system will continue to work as usual when
nodes are added/removed or suffer a from a failure.
Scalability: the system can scale up to millions of nodes and continue to work as normal.

Enigma
Enigma12 is a new decentralized computation cloud platform from MIT
with guaranteed privacy [Zyskind et al. (2015)]. Enigma offers privacy
by distribution of data between nodes, where no node has access to
the data in full. Computation is run on the nodes without the need to
reveal the full information to other nodes. Since data is not replicated
on each node, it gives the platform the ability to scale horizontally.

High throughput and capacity
Low latency
Permissioning mechanism
Querying language
Decentralized system
Immutability

Some of the main features that Enigma offers users as a blockchain
platform are privacy and scalability.

BigchainDB
BigchainDB8 is a big data solution that takes a distributed database
and adds blockchain properties on top of it. It features a full NoSQL
query language and aims for a performance of 1 million writes per
second, which should meet known financial systems requirements.
Classic blockchain performance is not in the same bracket as this
type of database, as it can handle only a few transactions per second, and confirmations can take up to ten minutes. On a modern
distributed database, capacity and throughput are a given with the
scalability of the system. McConaghy et al. (2016) describe in detail
BigchainDB, its performance, and case studies.

In terms of privacy, this is achieved in Enigma through its use of a
secure multi-party computation model. In this framework, queries
are done in a distributed way without a governing trusted third-party
being required. Furthermore, the computation is split between different nodes and no single node has access to the other nodes’ data.
Each node only sees part of the data that has no value or meaning
on its own.
With respect to scalability, this is achieved by the fact that data is
not being replicated to every node in the network. The computation
is being done on a small subset of nodes that hold different parts of
the data. This enables Enigma to run more demanding computations
and require significantly less storage requirements.

Modern applications collect huge amount of data from users in real
time. Think about Amazon, Facebook,9 Google and the like, which
collect, analyze, and monitor huge amounts of data within minutes.
Financial companies also save large amount of datapoints for trading analyses and reporting. This will increase immensely in the near
future with the MiFID II regulation. Distributed databases store petabytes (1,000,000 GB) of data and can be easily extended. The Bitcoin
blockchain, on the other hand, currently stores only 85GB of data,
which for some people in the community seems too big. BigchainDB
uses RethingDB10 as the base for its distributed database.

The off-chain nodes feature allows Enigma to store large sets of
data, and in a way constructs a distributed database in which each
mode has its own distinct view on the data.
One of the possible applications for Enigma is as a distributed personal data store, which fits our usage case for personal trader data
information.13

Blockchain and offchain distributed hash tables
A distributed hash table (DHT) provides a look-up service similar to a
key-value hash table, but does so in a decentralized distributed manner. The key-value pair can be stored in any participating node and
the key-value mapping is then maintained by all nodes. This allows
a DHT to scale on a very large number of nodes. DHT, which was in
part originally motivated by peer-to-peer (P2P) systems, can be used
to build complex infrastructures like distributed file systems, P2P file
sharing, and content distribution. There are three key properties of
a DHT:11

8
9
10
11
12
13
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USAGE CASE – EVENT CAPTURE ARCHITECTURE

Enigma design
The framework of Enigma offloads private and intensive computation work from an existing blockchain to an off-chain network. It also
provides a scalable Turing complete scripting language for handling
private contracts (with private information). An Interpreter will break
down the execution of this private contract, which in addition to privacy also improves the run time of the code.

In recent years, financial firms have seen enhanced scrutiny and
oversight by the regulators that are stepping up their demands for
trade and transaction reports, transparency and best execution
proof, order trail, and auditing data. Trading venues and brokers are
obligated to provide reports with many more fields, capture a lot
more events, and store the collected data for a period of five years
in an accessible secure manner. This is already producing massive
datasets and the increasing requirements has led many analysts to
suggest that such data requirements for storage of trade activity is
likely to continue to grow. The security and data integrity of these
records is also a critical feature to be considered [see discussion
on these matters in the context of blockchain in Peters and Vishnia
(2016)].

Through the use of off-chain processing and storage it is possible
for Enigma to solve data capacity problems; it enforces the privacy
of computation by allowing each node to execute code without leaking data to the other nodes and solves scalability problems when
heavy computation is needed on the chain. Enigma performs the
heavy computation on the off-chain and broadcast the results to the
blockchain.

The classic way to achieve the above reporting and storage requirements would be to store the data in a database; relational or a NoSQL
database [Tauro at al. (2012)] like MongoDB [Chodorow (2013)] via a
big data warehousing solution. We will present here an architecture
for storing the event capture data in a secure immutable way using
blockchain technology. This new architecture will provide the regulator with easy access, on demand data queries without the risk of
data being tempered or lost, and for the reporting entities a common
simple manner for storing the data and replying to regulator queries.

The off-chain storage creates a distributed database, where every
node has a distinct view of the data. It is possible to store large public data in the off-chain and link it to the blockchain. The distribution
is based on a Kademlia DHT protocol, which was modified for Enigma.
In Enigma, the blockchain acts as an interface between the off-chain
DHT architecture that stores references to data in a decentralized
manner and the actual data of interest, which is first encrypted on
the client side before storage and access protocols are enacted
in the blockchain or on off-chain distributed data-bases. However,
since the Enigma blockchain does not replicate the data over all
nodes in the network, instead only requiring a small subset of such
nodes to perform each computation over different parts of the data,
it achieves efficiency gains. The off-chain storage of data occurs
with off-chain nodes constructing a distributed database.

Reportable events and data points
Trading firms and venues will need to provide to the regulator, on demand, under the European Securities and Market Authority Regulations, all relevant event capture data. This data can be an order event
like Ack, fill, cancel, etc., market data points like bid/ask for best execution proofing, algorithmic trading decisions, order initiator, and

Zyskind et al. (2015) explain how Enigma offers a combination of
off-chain storage and blockchain storage for data. In this structure, each node will have a specific unique view of what they term
“shares” in the total data (a portion of the total data) as well as the
encrypted data, where the share is set up in such a manner as to
guarantee privacy preservation and fault tolerance. In addition, this
architecture also allows for large public data storage that may be
linked to the blockchain and unencrypted for all participants to access. The manner that this is achieved in a network architecture is
known as Kademlia DHT [Maymounkov and Mazieres (2002)] with
enhancements for the Enigma use case.

Reportable
events A

Reportable
events B

Reportable
events C

Reportable
events N

Process and validation
Insert into BigchainDB

Construct full audit trail

Figure 3 – Event capture storage architecture with BigchainDB
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