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To unlock the true value of the cloud, banks should learn from the public sector’s experiences of cloud 

adoption, address security concerns as one body and truly use cloud computing for business growth. 

Accelerated by the Covid pandemic, the UK Government is investing in cloud technologies at pace.1 Given strict security 

requirements and the challenges in attracting tech talent to the public sector, how has the government pursued growth in this 

area – and what lessons can be learned by the financial services sector? Below we consider four key aspects: cloud cyber-

security strategy, technical risk, maximising the value of the cloud and shifts in ways of working.

For banks, security is top of the agenda when adopting cloud 

technologies and fear of cyberattacks has been a factor in slowing 

the pace of adoption. This hesitance is unsurprising when financial 

service firms suffered on average 703 weekly attacks per organisation 

last year.2 With an arguably even tighter focus on  security in order to 

maintain public safety, the UK Government has tackled this issue using 

a two-pillar strategy: build organisational cyber resilience (organisation 

level) and ‘defend as one’ (central government level).  

Founded in 2013, NHS Digital is tasked with transforming healthcare 

by streamlining and automating data collection within the cloud. The 

NHS holds data on approximately 53 million individuals and robust 

security arrangements are therefore vital.3 Under pillar one of the 

government’s two-pillar strategy and to build their organisational 

cyber resilience, it developed a four-step process (their Good Practice 

Guidelines) through which risks can be assessed and controls 

implemented to maintain security. 

Building on this, the ‘defend as one’ strategy brings together all 

government organisations as one central body to tackle cyber 

resilience through shared capabilities and services. This strategy 

provides timely access to security data and enables collaboration 

across all government bodies to address cyber security risks, spot 

patterns of attacks and provide access to expertise. The Government 

also uses the Cyber Assessment Framework to ensure consistent 

assessment of risk across government bodies. This centralised strategy 

has empowered each government body to take ownership of their 

cloud security and grow their cloud usage more confidently with 47% 

going as far as using AI to add value to their business.4 

This approach has worked well in the public sector, but how might the 

financial services industry respond? 

There are some financial services initiatives, but they are not yet as 

fully inclusive as the UK Government’s. The Cyber Security Information 

Sharing Partnership (CiSP) is a joint industry and government initiative 

set up to allow UK organisations to share cyber threat information in a 

secure and confidential environment. Whilst not global or FS specific, 

this is a free service open to all that can provide a sponsor. There are 

also several FS specific risk frameworks (e.g. CRI profile, National 

Cyber Security Centre cloud security guidance), but each use different 

terminology and structure.  

The US-based Financial Services Information Sharing and Analysis 

Center (FS-ISAC) offers an financial services focussed platform, 

Intelligence Exchange, for financial service firms to share cyber 

intelligence alongside training in responding to cyber-attacks. However, 

platform membership is offered on a tiered basis and is based on 

institution size, meaning those in the lower tiers don’t have equal 

access to all services and are less incentivised to share. This initiative 

is only effective should everyone contribute and get equal value from 

participating.

So what should banks do in order to ensure security of their data? 

Should they adopt a two-pillared approach? Should the regulators 

create a mandatory platform for information sharing? There is also the 

added complexity of ensuring regulatory compliance across borders to 

consider; how does this affect the process? 

Although the existing platforms and frameworks begin to address 

the issue, ideally the UK financial service sector needs to be part of a 

global unified approach like ‘defend as one’ so that it can effectively 

defend itself from the ever-increasing volume of cyber-attacks and 

have confidence to move more services to the cloud.

D E F E N D  A S  O N E



The UK Government also provides guidelines on choosing a hosting 

strategy that minimises technical risk and on how to manage vendor 

lock-in. In this vein, HMRC took the strategic decision to move 

away from big contracts that could lead to lock-in and stick to short 

contracts that can be replaced when a better technology or commercial 

offer is available.5 Signing contracts with both Microsoft and Amazon, 

they have chosen a multi-cloud approach also reducing potential cloud 

concentration risk.  

Government guidelines suggest those with multi-cloud strategies 

should plan how to host applications on different platforms and 

test this regularly to manage technical lock-in.6 Consistent with the 

Government’s guidelines, Network Rail determined that “technology 

should not exist in isolation” and invested in solutions that were able to 

integrate with existing technologies (Azure and a private cloud).7 This 

has allowed them to grow by ensuring they have minimised technical 

lock-in and maximised the potential for future growth.  

Complete avoidance of vendor lock in is difficult, but there are steps 

banks could take to mimic this model by ensuring contracts are of 

a suitable length or rolling so that they can change their technology 

strategy in an agile way. Taking advantage of the portability of a 

cloud native design, where suitable, would allow for workloads to be 

managed appropriately, keeping this in mind from day one.

UK government bodies are progressing from using the cloud simply 

as a data centre extension to using it to add real, focussed business 

value. Clinical data is often unstructured, in multiple formats and 

inconsistently documented. Through the cloud, the NHS was able 

to use a natural language processing tool to improve structure in 

this data, providing insights used to inform diagnostics, in health 

surveillance and in medical research.8 It has been estimated that 

as much as 80% of data in banking is unstructured highlighting the 

wealth of potential value waiting to be unlocked.9 Migration to the 

cloud has enabled the DVSA to create a risk rating algorithm, moving 

from subjective to objective assessments of MOT testing sites. Aside 

from the benefit of increasing fraud detection rate, they are now 

recognised as a technology leader.10  

The Government has traditionally struggled to recruit in technology, 

with the private sector offering a more competitive deal, but with 

tangible shifts towards digitisation, they have attracted talent further 

fuelling their tech development. Banks will soon begin to struggle to 

recruit in this area, if they are not already, with more agile fintechs and 

firms outside of financial services poaching talent such as at Facebook 

or Apple. 

The financial services industry is also starting to use the cloud in more 

advanced ways. For example, HSBC have been combining access to 

real time data with AI, moving away from manually forecasting when 

their ATMs will run out of cash with their new iCash tool.11 This is done 

simply by maintaining a dashboard of live data – something that was 

not possible prior to the cloud. They are not only reducing costs but 

also reducing risk as they have been able to move away from pre-

scheduled cash deliveries that are susceptible to theft. This example 

is just one of many that could be applied should banks move away 

from simply using the cloud as an extension to data centre capacity 

and begin to unlock the potential from its unstructured data, to gain 

business insight.
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The Office for National Statistics (ONS) migrated to the cloud to 

improve operational efficiencies. Aside from security concerns, they 

faced challenges introducing new ways of working despite their 

ultimate benefits.12 They believe that engaging more staff from 

day one could have alleviated some of these challenges but found 

open communication resolved them. They had multiple channels of 

communication, agile coaching and a technology week where they 

discussed all cloud matters both technical and non-technical.  

Resistance to change is a challenge faced across industries, but 

implementing lessons learned from the ONS could ease the transition. 

Banks should consider this during transformation projects and ensure 

that staff are provided not only with adequate communication and 

training but with new career paths that reflect that change in ways of 

working.

W E L C O M E  N E W  W A Y S  O F  W O R K I N G

The public sector has clearly invested significant amounts of time and money into a cloud-first strategy with some 

organisations being faster adopters than others. It still has a long way to go before it can be declared a leader in cloud 

computing, with 67% of organisations saying they allocate only a couple of days a month towards unlocking value from 

data, and security remaining unsurprisingly a top concern amongst government bodies.  

However, they have a clear set of guidelines covering all aspects of cloud adoption and a unified approach with the mantra 

of being “a defensive force greater than the sum of our parts”.13 To unlock the true value of the cloud, banks should 

learn from the public sector’s experiences of cloud adoption, address security concerns as one body and truly use cloud 

computing for business growth. 

C O N C L U S I O N  –  S O  W H AT  N E X T ?
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A B O U T  C A P C O
Capco, a Wipro company, is a global technology and management consultancy specializing in 

driving digital transformation in the financial services industry. With a growing client portfolio 

comprising of over 100 global organizations, Capco operates at the intersection of business and 

technology by combining innovative thinking with unrivalled industry knowledge to deliver end-

to-end data-driven solutions and fast-track digital initiatives for banking and payments, capital 

markets, wealth and asset management, insurance, and the energy sector. Capco’s cutting-edge 

ingenuity is brought to life through its Innovation Labs and award-winning Be Yourself At Work 

culture and diverse talent.

To learn more, visit www.capco.com or follow us on Twitter, Facebook, YouTube, LinkedIn 

Instagram, and Xing.
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