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DEFINING SUCCESSFUL APPROACHES WITHIN AN EMERGING 
INDUSTRY IN CRISIS
The adoption of Distributed Ledger Technology (DLT) and blockchain innovations has attracted close scrutiny across a 

traditional banking sector audience interested in looking beyond trading Bitcoin or Altcoins for speculative purposes – 

especially among private and institutional investors. 

A key trend is banks’ interest in capturing new revenue opportunities via emerging crypto product and services models 

and a related focus on more ambitious enhancements to their client propositions. 

In this paper, we look to demystify what financial institutions need to understand in order to successfully prepare for or 

improve upon the strategic execution of their crypto and digital asset initiatives. We also consider some of the learnings 

from the current ‘crypto winter’ and the FTX collapse. We also assess the cornerstones for developing the product and 

services capabilities needed for digital and crypto assets supported by an ecosystem approach.
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I N T R O D U C T I O N

The traditional banking sector has been taking an ever 

closer interest in the ongoing adoption of Distributed Ledger 

Technology (DLT) and blockchain innovations above and 

beyond the mere trading Bitcoin or Altcoins for speculative 

purposes especially among private and institutional investors. 

The International Data Corporation (IDC) estimated the size of 

the blockchain solution market at $6.6 billion with a projected 

CAGR of 48% over the 2019-24 period1. And during the earlier 

bull run of 2021, Chainalysis reported an increase in crypto 

global adoption of 880%2. 

However, 2022 saw the onset of a ‘crypto winter’ – a large fall 

and subsequent prolonged depression in prices – triggered 

by the shock collapse in May of the TerraUSD stablecoin. That 

winter has since been ongoing on the back of a major Bitcoin 

sell-off, the implosion of the NFT marketplace, the mid-year 

liquidation of Singapore-based crypto hedge fund Three Arrows 

Capital, and ongoing rounds of job losses. 

The impact of these developments was only exacerbated by 

high inflation, spiralling interest rates and the war in Ukraine 

– and then in November the still unfolding FTX saga surfaced, 

sending shockwaves across the global digital asset ecosystem 

and further crushing trust and confidence in the sector. 

Prevalent fraud speaks to a lack of governance and controls 

within the crypto ecosystem, negatively impacting valuations 

and growth. According to an OECD analysis, the events of 2022 

underline the very interconnected and centralized nature of the 

crypto asset ecosystems – the decentralized ideal has rung 

hollow, given a surprisingly high degree of financial engineering 

between DeFi protocol components3.

The crypto industry is clearly experiencing a defining moment 

similar to Enron, Madoff and Lehman Brothers. Those events 

ultimately ushered in enhancements to financial stability, 

banking conduct risk and consumer protection. Looking 

ahead, we foresee a clear opportunity for regulated banks – 

in particular those in the top-tier that have been positioning 

programs over the past few years – to seize the initiative and 

take ownership and leadership in this space by leveraging their 

value chains, scale, regulated activities, trusted status and 

strong governance. 

In this paper, we look to demystify what financial institutions 

need to understand if they are to successfully prepare for or 

improve the strategic execution of their crypto and digital asset 

initiatives. We also consider learnings from the ‘crypto winter’ 

and the FTX collapse. We also take a cross-functional view 

on the cornerstones for developing the product and services 

capabilities required for digital and crypto assets supported by 

an ecosystem approach. 
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D LT -  C R Y P T O  &   D I G I TA L  A S S E T  I N T E G R AT I O N  C H A L L E N G E S

Traditional banks and wealth & asset management firms 

face inherent capability challenges when developing crypto 

and digital asset services or products underpinned by legacy 

systems, technologies, and complex regulatory dependencies. 

These challenges include defining relevant business 

propositions, mobilising the necessary expertise and talent, 

understanding the application of blockchain technologies, the 

evolution risk and regulatory requirements, and making the right 

decisions in respect both of ecosystem partners due diligence 

and optimal target operating models. 

In the sections below we explore four key challenges banks 

must address when pursuing a successful crypto and digital 

asset integration – see figure 1.

1. STRATEGIC BUSINESS CASE & ROADMAP
Traditional banking institutions have typically treated crypto and 

digital asset projects as a classic change project and attempted 

to diligently calculate returns and benefits. The reality is that the 

digital asset industry is relatively immature, limited historically 

and constantly changing. 

The project implementation needs to be effectively orchestrated 

within a multi-faceted complexity along with a strategic 

roadmap where both business and technology have important 

roles in defining viable use cases. 

It is not uncommon for average lead times to range from six to 

18 months when launching initial crypto projects. This extended 

FIGURE 1: 
CHALLENGES TO CRYPTO & DIGITAL ASSETS INTEGRATION

STRATEGIC BUSINESS CASE 
& ROADMAP

•  Definition of viable 
business use cases: client 
segments, products & 
services

•   Gain senior management 
acceptance & alignment

•   Determining delivery 
capabilities and eco-
system partnership 
options

•   Define MVP priorities 

•  Determining regulatory 
strategy: jurisdictions, 
requirements, licences 
(onshore. vs. offshore)

DLT-DIGITAL ASSET 
PLATFORM TECHNOLOGY  

& INFRASTRUCTURE

•  Defining required DLT 
technology, ecosystem 
infrastructure & interfaces: 
core platform capabilities 
(i.e. OMS, trading, payments, 
settlement), data

•  Client UI/UX, omni-
channels, reporting

•  Evaluation of protocols and 
smart contracts setup & 
risks

•  Ecosystem partner due 
diligence evaluations, 
licenses, technology 
providers, propositions, 
trends 

•  Commercial & delivery 
models

TARGET OPERATING MODEL 
(TOM) DESIGN, LEGACY & 

INTEROPERABILITY

•  Entity & governance 
structures

•  Defining client segment 
needs, UI/UX, investment 
advisory, products & svc.

•  Target business 
architecture and capability 
priorities, available talent

•  Developing “Sandbox”/
MVP approach

•  Determining business and 
IT impacts: integration 
legacy and scaling

•  Legacy integration issues, 
API interfaces

•  Scale-up regulatory 
compliance requirements 
per jurisdiction & controls

TRUSTED CUSTODY OPTIONS 
& KEY MANAGEMENT 

•  Safeguarding digital 
assets: storage types, 
multi-custody setups, 
security, wallet structures 
(hot, warm, cold)

•  Evaluation, lisc. & 
due diligence options: 
third-party custody vs 
own-custody (on-prem), 
segregation & access  
client assets

•  Secure crypto 
technologies & Private 
Keys management 
e.g., Hardware Security 
Modules (HSMs), Multiparty 
Computing (MPC) hybrid 
solutions

•  Governance and risk 
management



D E M Y S T I F Y I N G  C R Y P T O  &  D I G I TA L  A S S E T  I M P L E M E N TAT I O N  A D O P T I O N  A N D  R I S K S  F O R  B A N K S  / 5

implementation can be further hampered by poorly thought out 

programs which underestimate the inherent complexity involved 

from strategic through to operational considerations.  There is a 

need to define tangible MVP releases of simple use case – for 

example, setting up crypto ETPs or trading Bitcoin and Ether. 

Additional care needs to be assigned when setting up the 

relevant custodian and wallet structures with crypto service 

providers to safeguard client crypto assets. In the wake of the 

FTX collapse, this area – along with governance and business 

activity transparency – must be at the forefront of banks’ minds 

to ensure users’ trust is maintained. 

The survey from October 2022 done by Cointelegraph on 

institutional demand, quantify the holding, preferred investment 

products (e.g. long-only single-asset or index products, 

derivative products...) and trading behaviours of professional on 

crypto assets4.

According to Cointelegraph, a majority of professional have 

a preference to hold and transact crypto assets directly via a 

centralized exchange. In addition, they also prefer regulated 

investment fund products over derivative products. And active 

investment strategies are favoured over passive ones due to 

profitable margins. 

FIGURE 2: 
CRYPTO & DIGITAL ASSETS STRATEGIC ROADMAP

Business Case Definition: 
Future Products & Services

•  Analysis of Crypto-Digital 
Assets, Opportunities & 
Risks

•  Define initial Use Cases, 
Product & Services across 
client segments (e.g. 
Professional, Institutional, 
WM& AM)

•  Eco-System Partner 
Strategy & Preliminary 
Screening

•  Define Target Regulatory 
Jurisdictions & 
Requirements

Targeted Products & 
Services 

Design MVPs of Digital Asset 
Strategy:

•  Perform Due Diligence 
& Collaborate with 
Ecosystem partners

•  Address Regulatory, 
License & Compliance 
requirements

•  Crypto Currency trading, 
ETP financial products

•  Regulated trading venues 
(Exchanges, Brokers)

•  Crypto Custody & Wallet 
options, Regulated partner 
services

•  Omnibus accounts, 
Tokenization, NFTs

•  Target IT-Platform design 
requirements, mobile 
banking, Build vs. Buy

•  Extension of MVP 
capability &  
use cases

Tom Integration & Scale-Up

•  IT-platform changes 
(legacy), operating model 
integration, APIs, extend 
custody services

•  Adapt organization, 
processes, organization

•  Optimize TOM Integration 
& Scale-up

•  Scale-up Regulatory 
Compliance & Location 
rollout

Develop & Build-Out 
Capability / New Business 
Entities

•  Invest, Develop and build-
out own capability

•  Leverage proven 
technology, know-how, 
Monitor Trends

•  Create new purposed-built 
business entities offering 
crypto platform services

•  Extend offering, new 
jurisdictions  
& locations

TODAY
TARGET  

OPERATING MODEL
TARGETED PRODUCTS  

& SERVICES
INVESTMENT  
BUILD-OUT

MVP
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The outcome from this research is to be put in prospective as 

it happened before the FTX Collapse. But the main take aways 

for the traditional financial institution proposition, are the high 

interest from professionals to use a trusted intermediary trading 

venue and custodian, and access different financial product 

types and strategies. 

In time, the proposition can be enriched for professional 

by providing portfolio management and rebalancing tools 

specifically developed for crypto products and access to 

trustworthy crypto market data. 

In Figure 3 below, we set out one potential digital asset 

propostion build-out approach.

In Switzerland and Liechtenstein, we observe that smaller to 

mid-sized wealth managers and certain regional banks have 

been active at the early stages of their programs over the last 

FIGURE 3: 
DIGITAL ASSET PROPOSTION BUILD-OUT APPROACH

INITIAL OFFERING –  
EARLY STAGE OF PROGRAM

NEW BUSINESS PLAYS INNOVATIVE OPPORTUNITIES

Crypto ETPs / ECNs / AMCs

How can firms stand out from 
competitors by offering access to 

ETPs/ECNs/ACMs? 

Offer regulated and listed funds with 
crypto native & technology exposure

Digital Asset Market Insights

How can companies combine 
technology and insights to benefit its 
self-directed and advisor-led clients?

Crypto Trading

Offer access for client to trade crypto 
currencies via specialized  

and regulated partner brokerages.  
In the second step, internalize  

trading capabilities

Custody Digital Assets & Trust

How can firms become the bank  
of choice for storing digital assets  

for its clients vs. Centralized 
exchanges? Custody setup options 
(hot, warm, cold), multi-custodial 

setup & governance

Staking services

Crypto staking locks up crypto 
holdings to generate rewards  

or earn interest while mitigating 
risk via regulated services. Verified 

transaction data is stored on  
the blockchain. 

Digital Portfolio Management / 
Aggregated Views  

How can companies provide greater 
intelligence to its customers by 

combining multiple channels into a 
holistic portfolio view? Offer portfolio 
analytic tools and mandate advisory.

Creating Asset Tokenization & NFTs

Creates the ability to make markets 
for illiquid and exclusive assets 

such as art and antiques. Establish 
collectibles token marketplace, 

Private market & funds placement, 
reaching new client base

Traditional Investments with 
Digital Assets components

Uses traditional asset classes and 
incorporates digital assets. Provides 
the opportunity to build digital assets 

into existing infrastructure and 
increase their use

Issue Tokenized Assets –  
Real Assets 

How can firms streamline operations 
and build capabilities by launching its 

own assets on a blockchain? 
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two years, with a marked acceleration in late 2021 and early 

2022 and a subsequent recalibration in the face of the ongoing 

crypto winter. 

At this stage in their journeys, banks typically offer targeted 

products and services, within their value chain by proposing 

limited exposures and entry points, such as regulated listed 

crypto products: ETPs, Futures, Options. This ‘light’ approach 

helps foster both internal and client traction while allowing the 

institution to build experience and a track record with these new 

product offerings. 

An enhanced level of exposure could be offered via spot crypto 

brokerage and tokenization services via trusted ecosystem 

partners. For additional integration, existing e-banking 

applications could be extended via crypto services providers 

that offer a compelling user experience for clients. Finally, in 

reimaging their strategic build out, there are some notable 

examples where banking service firms have chosen to operate 

as ‘platforms’ for other institutional clients, external asset 

managers and smaller banks (e.g. Switzerland’s INCORE Bank).

2. DLT-DIGITAL ASSET PLATFORM TECHNOLOGY 
& INFRASTRUCTURE 
The proliferation in crypto and digital asset platforms has 

accelerated alongside the explosion of coins and tokens now 

available (CoinMarketCap listed over 8’000 cryptocurrencies at 

the time of writing – though this number is disputed in some 

quarters, and Bitcoin holds a near 45% market share). Investor 

numbers have similarly spiralled and Centralized Exchange 

Platforms (CEX) providers dominate the marketplace, handling 

over 50%5 of crypto trading volumes. This activity is highly 

concentrated within the top 10 exchanges6. 

These CEX platforms often require users to deposit crypto  

asset or fiat currency into an account on the platform to be 

eligible for trading, and they offer their clients the means to 

convert their crypto asset holdings back into fiat currency (i.e. 

from BTC to USD). CEXs are accordingly referred to the ‘on-

ramps’ and ‘off-ramps’ of the ecosystem, offering convenience 

and (in theory) security7. They also provide trading, custody 

facilities for other digital assets such as stablecoins and NFTs 

(non-fungible tokens), serve as CeDeFi venues (e.g. Binance – 

BNB Smart Chain)8. 

Traditional finance players are mostly absent across what 

is a vertically integrated value chain, where CEXs provide 

all services – from client onboarding, product development, 

brokerage/trade execution, proprietary trading activities and 

custodial services. 

Many CEXs operate without regulatory oversight from national 

or international supervisory bodies. Moreover, the majority are 

established in jurisdictions that impose minimal regulatory 

constraints and have a relatively opaque governance and 

business entity structure. Conversely certain players (e.g. Crypto 

Bank) have sought to differentiate themselves from the outset 

by embracing regulation and/or obtaining a banking or security 

dealers’ licence to foster trust a sense of and transparency. 

The bankruptcies and defaults across the sector in 2022 (3AC, 

Terra-Luna, Celsius, BlockFi), culminating in the FTX collapse, 

have clearly triggered intense scrutiny of crypto business and 

the products and services which are provided, and has added 

renewed impetus to regulatory initiatives and alignment across 

geographies. At the same time, this presents an opportunity for 

those players with regulated and licensed business to step away 

from the pack and to shine. 

Other players are the white label platform solutions providers, 

they are specialized technology product firms. They usually work 

with system integrator partners to help customize and integrate 

their products. Their solutions are based on different features 

and typically offer a shorter time to market, save on in-house 

software development, testing and costs, allowing the platform 

operator to focus their attention instead on user experience (UX) 

and interface (UI) differentiation for their end clients. Ideally the 

platform solution would follow a phased, minimal viable product 

(MVP) modular approach to scaling up: this allows experience, 

customization, client traction and an emerging business to 

develop while at the same time limiting capital investments and 

delivery risks.   

The DLT/blockchain technology provides support for various 

banking applications in both traditional finance and digital 

asset industry. Regulated banks need to determine the most 

appropriate blockchain features such as scale and speed 

whether the chain will be ‘permissionless’ (i.e. not requiring 

authorization) or ‘permissioned’. The use of permissionless 
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FIGURE 4: 
ILLUSTRATIVE BANKING OPERATING MODEL WITH ITS CORE-BANKING 

COMPONENTS INTER-RELATIONSHIPS

LEGEND

* Regulators may be given direct access to necessary data

1 Development on top of a standard solution/software – e.g. Custody options (hot & cold storage) & Approval Terminals Framework

Decisions &  
Strategic Options:

• “Make” or “Buy”

• On- and off-Premise

Necessary DLT 
components

Other DLT components  
(Business Use Cases 

Priorities)

External Systems / 
Market Infrastructure

Existing Bank 
Functions 

Potential MVPs 
scoping

CLIENT SEGMENTS  
& ENGAGEMENT LAYER

BANK TOM LAYER 
FUNCTIONS & 
COMPONENT 
CAPABILITIES

RETAIL / WHOLESALE / 
INSTITUTIONAL / HNWI

LOCATIONS/REGIONS

CLIENT ENGAGEMENT  
LAYER & OMNI CHANNELS

DLT-DIGITAL ASSETS ECOSYSTEM

•  Digital assets 
infrastructure solutions 
& services to securely 
issue, manage, and store 
the assets – Custody 
Options

•  Tokenization and digital 
asset advisory for various 
financial intermediaries

CUSTODY & KEY 
MANAGEMENT 

INTERMEDIARIES/EAMS

BANK ENTITIES / LOBS

BANK (TRADITIONAL FINANCE) 

Product  
Management

Advisory 
Services 
& Order 

Management

Onboarding  
& KYC/AML

Risk & 
Compliance 

Management

Investment 
Research 
& Portfolio 

Management

Client 
Reporting

Treasury / 
Collateral 

Management
Payments 

Core Banking 
& System of 

Records

Tokenization/
Issuance 
of Digital 
Assets

Trading 
Platform1

Crypto 
Trading 

Software / 
Aggregator

Digital Asset Management:   
Research & Products 

(ETPs, AMCs, Derivatives, Staking, DeFi)

EXTERNAL SYSTEMS /  
MARKET INFRASTRUCTURE

Broker Services Crypto Market Data

Liquidity Providers
Tokenization 

Platforms

Services and dependencies 
on other banks

Regulatory Reporting*Custody-Layer1

Private Key Management
Blockchain Analyzer/ 

Forensic Tools

BLOCKCHAIN GATEWAY LAYER

(Layer 1 & 2 Networks, permissioned  
& permissionless Blockchains)

blockchains present a problem for financial market regulators 

focused on identifying counterparties, risks and target 

vulnerabilities.

3. TARGET OPERATING MODEL DESIGN, LEGACY 
& INTEROPERABILITY 
Traditional banking operating models face technical process 

and functional shortcomings when integrating crypto and digital 

asset solutions. Internal platform capabilities typically have 

interoperability issues with blockchain technology as well as 

with other crypto and digital assets platform service providers, 

such as specialized crypto brokers, trading venues, custodians, 

and when accessing DeFi platform services. 

The core of the interoperability challenge is that traditional 

banking technologies are not adapted to run digital asset data, 
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and so integration layers are needed. There are fundamental 

transaction data model formats and precision differences. 

Also that data can be held on/off-chains and on public/private 

blockchains. A specialized technical integration approach 

will be required, and this can be sometimes addressed via 

sophisticated API solutions or services.

The predominant model has been for banks to access white 

label solutions or initially adopt Software as a Service (SaaS) 

models offered by crypto ecosystem firms prior to then 

transitioning to on-premises solutions once the level of maturity 

and the business ramp up.

There are new risks presented by crypto and digital asset 

products that must be managed by stakeholders. Due to their 

regulated status, traditional banks have needed longer lead 

times to fully scope and understand the spectrum of regulations 

pertaining to different digital asset activities. Furthermore, 

the due diligence for the client onboarding of crypto assets is 

challenging, and traditional compliance processes and tools are 

insufficient to assess and control related risks. Forensic analysis 

to determine ownership of cryptos is another key capability that 

must be implemented to trace and prevent risky transactions, 

including money laundering, sanctions busting, and terrorism 

financing.

The licensing and regulatory framework for crypto is currently 

either emerging or brand new, and there are numerous 

detailed requirements that will require close analysis. One 

example is Switzerland’s Distributed Ledger Technology (DLT) 

Act, introduced in August 2021, which looks at once to put 

guardrails around decentralized DLT and to foster innovation in 

the blockchain and crypto space. 

The DLT Act provides legal clarity and certainty in respect 

of governance, financial law, Anti-Money Laundering (AML) 

provisions, risk management, DLT applications and trading 

platforms in the blockchain sector. It also explicitly addresses 

the segregation of crypto assets in the event of bankruptcy. 

The Swiss regulatory framework considers crypto to be an 

asset class, therefore banks can keep crypto assets off balance 

sheets9.

These provisions are collectively seen to have given Switzerland 

a relative advantage as competition for crypto business hots up 

between jurisdictions globally. Similar regimes of note include 

those introduced by the Monetary Authority of Singapore10. 

The US authorities, meanwhile, are in the early stages of 

coordinating various banking and regional regulators to develop 

crypto-oriented rules – a process only likely to accelerate  

post-FTX.

Closer to home, the EU Markets in Crypto Assets (MiCA) 

regulation has received formal approval and is expected to 

take effect in late 202411. MiCA focuses on categories of 

crypto-assets which currently fall beyond the scope of existing 

regulations such as MiFID and introduces a harmonized legal 

framework for crypto-asset services providers and security 

measures for protocols, as well as establishing consumer 

protection rules. 

4. TRUSTED CUSTODY OPTIONS  
 & KEY MANAGEMENT
Custody of digital assets is unique due to the private ‘keys’ that 

control access a client or owner’s holdings. The ecosystem for 

the custody of digital assets incorporates a range of players, 

including crypto-native firms and fintechs providing technology 

infrastructure-focused solutions for institutions that wish to 

provide and/or manage their own custody services. Some top-

tier traditional banks and custodians are bringing to the table 

their traditional banking knowhow, ‘trusted’ governance and 

their experience as custodians at scale (notably Bank of New 

York Mellon, State Street and Fidelity), their technology solutions 

are sometimes based on ecosystem partnership. 

Much as with traditional assets, digital asset custody is 

necessary to ensure that the assets can be traded, exchanged 

and stored between exchanges in a secure and trusted manner. 

The evaluation and integration of custody services options from 

ecosystem providers is a key consideration, as is the definition 

and implementation of robust governance frameworks. 

Market commentary from JP Morgan following the FTX collapse 

noted that emerging regulatory initiatives are likely to put a 

particular focus on safe custody and protection of customers’ 
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digital assets, a segregation of broker/trading/lending/clearing/

custody activities, and greater transparency around the 

reporting of reserves, assets and liabilities13.

Evaluation of custody wallet options is also required to 

determine elements such as ‘hot’ and ‘cold’ wallet structures, 

self-custody, hardware security modules, and clearly defined 

and robust governance and compliance frameworks. Using 

custody propositions by ecosystem partnering is likely to 

offer the quickest and simplest way to manage digital assets 

capability.

Qualified crypto custodians typically offer an initial solution  that 

directly connects to omnibus and/or segregated wallet accounts 

where the assets are safeguarded. The client’s asset will not be 

reflected in the custodian balance sheet but fully segregated 

and held off-balance sheet. However, CEX providers often offer 

their custodial services within their own ecosystem control, that 

typically arise a risk of comingling client assets with their on-

balance sheet setup. 

In short, it can be concluded that not all digital asset custody 

offerings are equal.
Nadine Chakar, head of State Street Digital12

State Street Digital’s mission 
continues to focus on putting the 
right tools in place so we can 

provide clients with solutions to 
support their traditional, as well 
as digital assets needs. Today’s 
exciting announcement will only 
enhance our ambition to deliver 
to our clients an amazing digital 
experience. We look forward to 
collaborating with the team at 
Copper as State Street Digital 

continues to grow.

“

”
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D E V E L O P I N G  A  S U C C E S S F U L  I M P L E M E N TAT I O N  A P P R O A C H

Traditional financial institutions’ crypto and digital asset 

ambitions will only take flight once the initial implementation 

challenges are overcome, and greater internal business 

acceptance is achieved. 

Establishing a deep understanding of the risks inherent in 

crypto and digital asset products is a key initial ‘success factor’ 

when preparing a business case. This is a market which is 

rapidly growing and continually innovating, and which regularly 

transitions from boom to bust. Accordingly, any opportunity 

needs to be put into clear context through the correct due 

diligence and safeguards implemented.

This will allow investments and resources to be effectively 

targeted while at the same time avoiding time wasted on ill-

defined business use cases which will only require adaptation 

within an increasingly harsh regulatory environment. 

Traditional banks will need to leverage their existing market 

positioning and offer relevant crypto and digital asset products 

coupled with sound risk management and services tailored 

to evolving client needs – all while staying focused on their 

strategic roadmap. As mentioned in this paper, the institutional 

segment and regulated banks, wealth and asset management 

firms are increasingly exploring digital asset opportunities 

FIGURE 5: 
SUCCESSFUL CRYPTO & DIGITAL ASSETS INTEGRATION

BUSINESS PLAN

•  Business activities: 
client segments, products 
& services, revenue & 
funds flows, distribution 
models, jurisdictions 
and geographies, type 
of proposition focus: 
technology only, services 
only or hybrid

•  Financial management 
models, streams and cost 
structures, financial P&L 
details

•  Management teams, 
structures & governance: 
ownership, backgrounds, 
competencies, funding and 
financing origins

•  Outline regulatory 
strategy: jurisdictions, 
requirements, licences 
(onshore. vs. offshore)

DLT-DIGITAL ASSET 
PLATFORM TECHNOLOGY  

& INFRASTRUCTURE

•  Descriptions on DLT 
technology, ecosystem 
infrastructure & interfaces: 
core platform capabilities to 
support the business

•  Ecosystem partners & 
provider management

•  Service provider 
evaluations & Vetting: 
particular focus on 
exchanges (CEX & DEX) 
and custodian models, 
governance policies, 
technical and security 
assessments

TARGET OPERATING MODEL 
(TOM) & ORGANIZATION 

SETUP

•  Entity & governance 
structures

•  Safeguarding digital asset 
risks: governance, storage 
types, multi-custody setups, 
security, wallet structures 
(hot, warm, cold), private 
& public key management, 
technical solutions and third 
party providers

•  Risk & Compliance 
Management: controls, 
policies, procedures and 
monitoring with supporting 
systems, IT security, cyber, 
blockchain nodes and 
access

•  Counterparty Risk 
Management Governance: 
roles, risk model basis, 
management, counter 
partner monitoring, 
thresholds setting,  
per product

REGULATORY & 
COMPLIANCE MEASURES 

•  Existing and evaluation 
of licenses & regulator 
approvals scope: per 
product and services offered 
and planned and for which 
jurisdiction, geography 
across group entities

•  Assurance & Due 
Diligence: analysis, audits 
and reports, third partner 
provider due diligence and 
governance

•  Risk & compliance 
controls frameworks: 
Overall governance and 
processes, KYC/AML – 
onboarding and approval 
frameworks of crypto assets

•  Consumer Protection 
Assessments: client 
product suitability and 
segments, product 
information, risk disclosures 
and research dissemination, 
complaints management
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and, in some cases, launching the initial phases of crypto 

propositions. Given the events and lessons of 2022, this raises 

questions about the business case risks relating to operational 

implementation and to working within an ecosystem across 

their value chains and operating models. 

Propositions can accordingly be expected to be subjected to 

heightened due diligence, the robustness of implementation 

approaches tested. Governance, transparency and partnership 

will be the new mantra to (re)gain trust. Financial institutions 

are being challenged by highly innovative and some opaque 

businesses across the digital asset firms which have been 

applying traditional strategic roadmaps and implementation 

approaches that were better suited for legacy technology 

platforms and organizations. 

Post-FTX, we foresee financial regulatory bodies requiring 

that those firms engaging in crypto and digital asset business 

activities secure specific pre-approvals and licenses, implement 

measures covering consumer protection/conduct risk, and 

introduce market manipulation safeguards. 

Figure 5 above captures what are considered key criteria when 

establishing or vetting a digital asset services business partner. 

Performing a structured cross-functional readiness assessment 

enables a bank to better understand how prepared the 

organization is to manage crypto and digital assets. Assessment 

areas include banking value chains and corporate entities, 

regulatory frameworks / licences, governance, product 

development, risk & compliance management, operations, 

data and security, trade execution, and custody services. The 

purpose should be to identify an initial cross-section of key 

areas and topics on a high-level basis which highlight capability 

gaps to address for a successful implementation.

The ever-growing B2B fintech ecosystem is the main gateway 

to facilitate the banking industry’s ambitions to seize potential 

crypto and digital asset opportunities. On the one hand, 

ecosystem players are well positioned to support banks in 

this transformation and the implementation of solutions, and 

to carve out a share of the market to strengthen their own 

propositions. On the other hand, they look set to become 

increasingly constrained as regulatory restrictions increase for 

non-regulated providers. Without a doubt, a more robust due 

diligence approach has been implemented to evaluate potential 

partnerships. 

For their part, banks need to understand their own operational 

blueprints, the impacts and solution imperatives across their 

value chains, and which operating models will ensure a 

successful strategic execution. 
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