THE GAPGO INSTITUTE

JOURNAL

OF FINANCIAL TRANSFORMATION

TECHNOLOGY

Data-driven operational resilience

THADI MURALI REBECCA SMITH
SANDEEP VISHNU

al

YEAR ANNIVERSARY

OPERATIONAL
RESILIENGE

853 MAY 2021



THE CAPGO INSTITUTE

JOURNAL OF FINANCIAL TRANSFORMATION

Editor
Shahin Shojai, Global Head, Capco Institute

Advisory Board

Michael Ethelston, Partner, Capco
Michael Pugliese, Partner, Capco
Bodo Schaefer, Partner, Capco

Editorial Board

Franklin Allen, Professor of Finance and Economics and Executive Director of the Brevan Howard Centre, Imperial College
London and Professor Emeritus of Finance and Economics, the Wharton School, University of Pennsylvania
Philippe d’Arvisenet, Advisor and former Group Chief Economist, BNP Paribas

Rudi Bogni, former Chief Executive Officer, UBS Private Banking

Bruno Bonati, Former Chairman of the Non-Executive Board, Zuger Kantonalbank, and President,

Landis & Gyr Foundation

Dan Breznitz, Munk Chair of Innovation Studies, University of Toronto

Urs Birchler, Professor Emeritus of Banking, University of Zurich

Géry Daeninck, former CEO, Robeco

Jean Dermine, Professor of Banking and Finance, INSEAD

Douglas W. Diamond, Merton H. Miller Distinguished Service Professor of Finance, University of Chicago
Elroy Dimson, Emeritus Professor of Finance, London Business School

Nicholas Economides, Professor of Economics, New York University

Michael Enthoven, Chairman, NL Financial Investments

José Luis Escriva, President, The Independent Authority for Fiscal Responsibility (AIReF), Spain

George Feiger, Pro-Vice-Chancellor and Executive Dean, Aston Business School

Gregorio de Felice, Head of Research and Chief Economist, Intesa Sanpaolo

Allen Ferrell, Greenfield Professor of Securities Law, Harvard Law School

Peter Gomber, Full Professor, Chair of e-Finance, Goethe University Frankfurt

Wilfried Hauck, Managing Director, Statera Financial Management GmbH

Pierre Hillion, The de Picciotto Professor of Alternative Investments, INSEAD

Andrei A. Kirilenko, Reader in Finance, Cambridge Judge Business School, University of Cambridge
Mitchel Lenson, Former Group Chief Information Officer, Deutsche Bank

David T. Llewellyn, Professor Emeritus of Money and Banking, Loughborough University

Donald A. Marchand, Professor Emeritus of Strategy and Information Management, IMD

Colin Mayer, Peter Moores Professor of Management Studies, Oxford University

Pierpaolo Montana, Group Chief Risk Officer, Mediobanca

John Taysom, Visiting Professor of Computer Science, UCL

D. Sykes Wilford, W. Frank Hipp Distinguished Chair in Business, The Citadel



CONTENTS

OPERATIONS

08 Collaborating for the greater good: Enhancing operational resilience within the Canadian financial sector
Filipe Dinis, Chief Operating Officer, Bank of Canada
Contributor: Inderpal Bal, Special Assistant to the Chief Operating Officer, Bank of Canada

14 Preparing for critical disruption: A perspective on operational resilience
Sanijiv Talwar, Assistant Superintendent, Risk Support Sector, Office of the Superintendent of Financial Institutions (OSFI)

18 Operational resilience: Industry benchmarking

Matt Paisley, Principal Consultant, Capco
Will Packard, Managing Principal, Capco
Samer Baghdadi, Principal Consultant, Capco
Chris Rhodes, Consultant, Capco

24 Decision-making under pressure (a behavioral science perspective)
Florian Klapproth, Professorship of Educational Psychology, Medical School Berlin

32 Operational resilience and stress testing: Hit or myth?

Gianluca Pescaroli, Lecturer in Business Continuity and Organisational Resilience, and Director of the MSc in Risk,
Disaster and Resilience, University College London

Chris Needham-Bennett, Managing Director, Needhams 1834 Ltd.

44 Operational resilience approach
Michelle Leon, Managing Principal, Capco
Carl Repoli, Managing Principal, Capco

54 Resilient decision-making
Mark Schofield, Founder and Managing Director, MindAlpha

64 Sailing on a sea of uncertainty: Reflections on operational resilience in the 21st century
Simon Ashby, Professor of Financial Services, Vlerick Business School

70 Operational resilience
Hannah McAslan, Senior Associate, Norton Rose Fulbright LLP
Alice Routh, Associate, Norton Rose Fulbright LLP
Hannah Meakin, Partner, Norton Rose Fulbright LLP
James Russell, Partner, Norton Rose Fulbright LLP



TECHNOLOGY

80 Why cyber resilience must be a top-level leadership strategy
Steve Hill, Managing Director, Global Head of Operational Resilience, Credit Suisse, and Visiting Senior Research Fellow,
King’s College, London
Sadie Creese, Professor of Cybersecurity, Department of Computer Science, University of Oxford

84 Data-driven operational resilience
Thadi Murali, Managing Principal, Capco
Rebecca Smith, Principal Consultant, Capco
Sandeep Vishnu, Partner, Capco

94 The ties that bind: A framework for assessing the linkage between cyber risks and financial stability

Jason Healey, Senior Research Scholar, School of International and Public Affairs, Columbia University, and Non-Resident Senior
Fellow, Cyber Statecraft Initiative, Atlantic Council

Patricia Mosser, Senior Research Scholar and Director of the MPA in Economic Policy Management, School of International
and Public Affairs, Columbia University

Katheryn Rosen, Global Head, Technology and Cybersecurity Supervision, Policy and Partnerships, JPMorgan Chase
Alexander Wortman, Senior Consultant, Cyber Security Services Practice, KPMG

108 Operational resilience in the financial sector: Evolution and opportunity
Aengus Hallinan, Chief Technology Risk Officer, BNY Mellon

116 COVID-19 shines a spotlight on the reliability of the financial market plumbing
Umar Faruqui, Member of Secretariat, Committee on Payments and Market Infrastructures, Bank for International Settlements (BIS)
Jenny Hancock, Member of Secretariat, Committee on Payments and Market Infrastructures, Bank for International Settlements (BIS)

124 Robotic process automation: A digital element of operational resilience

Yan Gindin, Principal Consultant, Capco
Michael Martinen, Managing Principal, Capco

MILITARY

134 Operational resilience: Applying the lessons of war
Gerhard Wheeler, Head of Reserves, Universal Defence and Security Solutions

140 Operational resilience: Lessons learned from military history
Eduardo Jany, Colonel (Ret.), United States Marine Corps

146 Operational resilience in the business-battle space

Ron Matthews, Professor of Defense Economics, Cranfield University at the UK Defence Academy
Irfan Ansari, Lecturer of Defence Finance, Cranfield University at the UK Defence Academy
Bryan Watters, Associate Professor of Defense Leadership and Management, Cranfield University at the UK Defence Academy

158 Getting the mix right: A look at the issues around outsourcing and operational resilience
Will Packard, Managing Principal, and Head of Operational Resilience, Capco



DEAR READER,



Welcome to this landmark 20" anniversary edition of the Capco
Institute Journal of Financial Transformation.

Launched in 2001, the Journal has followed and supported
the transformative journey of the financial services industry
over the first 20 years of this millennium — years that have
seen significant and progressive shifts in the global economy,
ecosystem, consumer behavior and society as a whole.

True to its mission of advancing the field of applied finance,
the Journal has featured papers from over 25 Nobel Laureates
and over 500 senior financial executives, regulators and
distinguished academics, providing insight and thought
leadership around a wealth of topics affecting financial
Services organizations.

| am hugely proud to celebrate this 20" anniversary with the
53rd edition of this Journal, focused on ‘Operational Resilience’.

There has never been a more relevant time to focus on the
theme of resilience which has become an organizational and
regulatory priority. No organization has been left untouched
by the events of the past couple of years including the global
pandemic. We have seen that operational resilience needs
to consider issues far beyond traditional business continuity
planning and disaster recovery.

Also, the increasing pace of digitalization, the complexity and
interconnectedness of the financial services industry, and the
sophistication of cybercrime have made operational disruption
more likely and the potential consequences more severe.

The papers in this edition highlight the importance of this topic
and include lessons from the military, as well as technology
perspectives. As ever, you can expect the highest caliber of
research and practical guidance from our distinguished
contributors. | hope that these contributions will catalyze your
own thinking around how to build the resilience needed to
operate in these challenging and disruptive times.

Thank you to all our contributors, in this edition and over
the past 20 years, and thank you, our readership, for your
continued support!

Lance Levy, Capco CEO
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ABSTRACT

An organization’s operational resilience efforts have traditionally focused on business process recovery and minimizing
system downtime. This article posits that data, both transactional and contextual, is not only essential for resilience
planning and avoiding peril but can also result in substantial investment savings. It presents three risk scenarios —
catastrophic event, cybersecurity attack, and pandemic — to highlight the value of data classifications in determining the
relevant elements of resilience. The article shows how taking a data-centered approach strengthens an organization’s
ability to plan, anticipate, detect, correct, and build a sustainable operational resilience culture.

1. INTRODUCTION

Operational resilience is the ability of a firm to deliver critical
operations and services through disruption. This ability
enables a firm to identify and protect itself from threats and
potential failures, as well as respond, adapt, recover, and learn
from disruptive events to minimize their impact on the delivery
of critical services.

In an increasingly uncertain world, with the threat of
catastrophic events, cyber attacks, or global pandemics,
maintaining operational resilience is more important than ever.
Traditionally, financial institutions have focused operational
resilience or business continuity planning efforts on the
recovery of essential processes or operations in the case of
a disaster. While this approach takes into consideration the
necessary people, processes, and technology involved in
those essential operations, it often fails to fully address the
role, relevance, and importance of the underlying data.

Business operations (people, process, technology) revolve
around, and are reliant on, data (Figure 1). Consequently,
understanding data flows is critical for defining the elements
of resilience and in developing mechanisms to manage
them. Business continuity and disaster recovery plans that

do not effectively address data confidentiality, integrity, and
availability during recovery, can put an organization at risk.
Sustainable operational resilience cannot be achieved
without a deep understanding of the interconnected nature
of data and its potential risk impact on people, processes,
and technologies. According to a Verizon data breach study
[Verizon (2020)], following a major data disaster, 93 percent
of companies without an effective data plan are out of
business within one year. The following sections address how
to examine, incorporate, and prioritize data to drive robust
operational resilience.

2. WHY, WHEN, AND HOW TO
INCORPORATE DATA AS PART
OF OPERATIONAL RESILIENCE?

Managing data risk is complex, as data proliferates and
flows throughout an organization. Data has rapidly become
ubiquitous and covers every identity, entity, repository, and
interaction, making it difficult to determine where to start or how
to prioritize. A recent International Data Corp (IDC) report notes
that the world’s collective data will grow at a rate of 61 percent
over the next few years, to reach 175 zettabytes by 2025
[Patrizio (2018)]. It is imperative, therefore, that organizations

' The authors gratefully acknowledge and sincerely thank Capco’s Amanda Adaire and Tyler West for their diligent research, critical analysis, and

content contribution.
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Figure 1: Data is the nucleus
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decide what information to collect and store based on
business need, usability, and regulatory requirements, as the
boundaries and parameters of resilience may eventually be
defined by what data exists in the organization.

Data identification is an important first step in data lifecycle
management, and includes determination of key data, along
with the applications that use and store the data. A common
misconception is that data classification is too time-consuming
or complex. Although the initial classification does take some
time, the periodic subsequent classification for new data does
become easier. When one considers how the classification
helps in simplifying and speeding data governance in general,
or how it helps save costs in operational resilience plans,
this effort is easily justified. While there are certain solutions
in the market, including deep-learning tools, that identify
and classify data at the point of creation, they still require
significant manual participation. In many ways, technology
solutions are better leveraged after the organization reaches a
certain maturity in data management and classification.

The sheer abundance of data at most financial institutions
may deem data classification overwhelming, but it does
not have to be that way; this is truly a case of a journey of

a thousand miles beginning with one step. It is important to
start small and simple. The two important factors to consider
when classifying data are criticality and sensitivity of data. This
will become clearer as we apply them in the context of
operational resilience.

Two key metrics for managing operational resilience are
“recovery time objective” (RTO) and “recovery point
objective” (RP0). Recovery time objective is best defined
as the amount of time a business process or application can
be down without causing significant damage to the business.
Recovery point objective, on the other hand, refers to the
amount of data that can be lost before significant negative
business consequences are incurred.

Processes such as money transfer or payment transactions
are very high frequency, hence even a few moments offline
may represent thousands of dollars in lost revenue. On the
other hand, processes such as HR-related functions, can
be down for hours on a given day with less impact on the
organization. In this example, money transfer or payment
transactions have a low recovery time objective, meaning
organizations need these processes re-operationalized in the
shortest time possible. Processes with low required recovery
time objective need to be the focus of continuity planning, and
failover systems often need to be in place to mitigate against
down-time for critical processes. When time is money, it
is important for organizations to minimize time lost on
high-revenue-earning processes.

Many students are likely, and unfortunately, familiar with
nearly completing an important assignment only to have the
computer crash before they could save their work. In many
cases, hours of work are lost with no net benefit to the student.
The same is true with financial organizations, except at a
much larger scale. Systems can go down, data can be lost,
and organizations can be negatively affected by that loss. As
a teacher requests their students to save work as frequently
as possible, organizations must determine how often to back
up their important data as well. Business processes with

Figure 2: Overview of RPO and RTO
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Table 1: Data criticality and sensitivity

CRITICALITY Subset of data that is
vital to the execution of

organization’s processes.

SENSITIVITY

Subset of data that must
be safeguarded with
extra care due to legal,
financial, or intellectual
capital reasons.

Confidentiality and data
loss prevention scenarios
where there is a danger
of internal and external
threat of data misuse.

TYPES OF DATA SCENARIOS WHERE
CLASSIFICATION DEFINITION RELEVANT IDENTIFICATION EXAMPLES

Availability scenarios,
high-frequency
processes, and high-
priority processes

for maintaining
effective operations.

1) Examine the process
to provide context, 2)
determine criticality of the
process, 3) identify the
critical data required to
run that process.

If the cash register is
down, organizations
may still be able to sell
products, but cannot
generate revenue
—i.e., factors without
which operations
cannot continue.

1) Understand the internal
and external regulations
around data (e.g., CCPA,
SOX, privacy, intellectual
capital), 2) categorize

and handle data
according to regulations.

Coca Cola’s recipe is
considered highly valued
intellectual capital and
qguarded very carefully to
prevent data misuse.

low recovery point objective, meaning that high amounts of
data loss cannot be tolerated before they negatively impact
the business, require more frequent backups to protect
operational resilience. Recovery point objective measures data
lost between the most recent backup and the time in which
disaster occurred. If an organization backs up all or most
of its data in regularly scheduled 24-hour increments, they
can anticipate losing 24 hours of data in an absolute worst-
case scenario. Some data, however, have more far-reaching
implications if lost in even small amounts, and will need to be
backed up more frequently to avoid extreme negative impacts
to the business.

In an ideal world, organizations would deliver near-zero
recovery point objective and recovery time objective. Even
organizations with the deepest of pockets, however, cannot
afford this for all applications, nor is it necessary. To achieve
this, organizations would need zero failover applications across
all systems, which in many cases is not feasible from a cost
perspective. To optimize recovery point objective and recovery
time objective, organizations must prioritize critical data when
determining optimal backup frequencies across applications. If
data is critical to supporting key business processes, backups
for this data should occur more frequently.

Now that recovery point objective and recovery time objective
have been introduced, and these metrics should be minimized
to the greatest feasible extent, it is important to introduce the
concepts of data criticality and sensitivity — two very important
factors to consider when classifying data.

86/

Data criticality reflects how vital data is to the organization’s
missions and processes. Data criticality can be thought of, and
leveraged, as a measure to demonstrate that all data are not
equal, and that some data are more important than others.
Criticality always requires a context, which could be a process
or function, a report, or a model. Once a business process is
identified, the answer to the question, “What information is
vital for the process to produce the desired output?” helps
identify the critical data. As outlined in the introduction of
recovery point objective and recovery time objective, no
organization can reasonably afford to establish minute-by-
minute backups on all systems, but must prioritize systems
based on the criticality of underlying data.

Data sensitivity on the other hand, does not require a
business process context. This refers to the subset of data that
must be safe guarded with extra care due to one of the
following reasons:

« Legal/privacy: regulatory requirements such as the
Privacy Act, California Consumer Privacy Act (applicable
to California residents only), and GDPR (Europe) define
various types of data that must meet specific minimum
levels of protection for the organization to be compliant
and avoid fines or other regulatory repercussions.
Examples include customer data, which falls into the
category of personal identifiable information (Pll), relating
to social security numbers or credit card information.

Financial fraud: this is data that has not been made
public and materially informs a trading decision. All
publicly traded institutions have data that is considered
“material and non-public information” (MNPI). An example
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of this is earnings or balance sheet items that are not yet
known to public, but if a bad actor were to get hold of it,
could purchase a related security. An interesting aspect of
this information is the time context, meaning information
that was considered material and non-public information
before 10-K/10-Q release may not be considered so after
that news has been made public.

» Proprietary or intellectual capital related: for financial
institutions this is usually intellectual capital data or model
related data that helps to measure market risks and credit
risks. For example, certain board level reporting metrics,
internal ratings, and scores on financial assets developed
from proprietary models. In the retail industry, Coca Cola’s
drink recipe would be considered proprietary data and is
safeguarded accordingly.

3. THREE SCENARIOS TO ILLUSTRATE
HOW TO INCORPORATE DATA TO PROMOTE
OPERATIONAL RESILIENCE

In a digital, interconnected world where financial institutions
hold large amounts of legally sensitive, financially sensitive,
and proprietary data, operational resilience is continuously
tested and requires a data-centric strategy to protect, detect,
and correct threats. Data threats can come from a wide range
of internal and external parties, and these threats can affect an
organization in a variety of ways.

To illustrate threat management, we examine three data-
centric risk scenarios that an organization should consider in
continuity planning and maintaining operational resilience:

1. Catastrophic event scenario: relates to weather-related
catastrophic events, such as hurricanes, tornadoes, or
earthquakes and terrorist-related disasters like 9/11. For
example, Hurricane Sandy caused U.S.$74.8 billion in
economic damage [Amadeo (2020)].

2. Cybersecurity scenario: refers to cyber-criminal attacks
on an organization for the purpose of extracting customer
data for financial gain. For example, the Equifax attack
resulted in cyber criminals selling the personal data of
147.7 million customers in alternate markets [Ng (2018)].

3. Pandemic scenario: while different from the scenarios
highlighted above, this is a relevant scenario to discuss,
as the remote work solution related to the current
pandemic has displaced employees to uncontrolled
work environments, thereby making organizations more
susceptible to inadvertent data loss and elevated risk.

In considering and preparing to maintain operational resiliency
in these scenarios, it helps to examine the questions
highlighted in Table 22

What is the asset at risk?

What are the threats to that asset?

What is the intent of the actors?

What are the implications if the threat is realized?

Table 2: lllustrative operational resilience risk scenarios

TYPES OF DATA
CLASSIFICATION

WHAT IS THE
ASSET AT RISK?

WS RAYE R  Information
\/ Infrastructure

\/ Facilities
CYBERSECURITY \ Sensitive data
\/ Information
\/ Infrastructure
\ Sensitive data
\/ Information

PANDEMIC

WHAT ARE THE THREATS | WHAT IS THE INTENT
TO THAT ASSET?

Natural disaster and
terrorism: leading to a
non-availability of data
and systems, which halts
business operations.

Cyber criminal — leading
to data loss.

Insider threat: including
well-meaning insiders that
inadvertently cause data
loss due to alternative
remote working model.

WHAT ARE THE
IMPLICATIONS IF THE
THREAT IS REALIZED?

' Availability

OF THE ACTORS?

Natural disaster: non-
malicious

Terrorism: malicious

Malicious v Availability
\/ Confidentiality
\/ Integrity

Non-malicious \/ Confidentiality

* Bolded assets are the targets most at risk in each scenario

2 Although there are multiple ways to define risk scenarios, we have found the risk scenario definition outlined by the FAIR methodology, developed by the
FAIR Institute, to be the most comprehensive (https://www.fairinstitute.org/about).



TECHNOLOGY | DATA-DRIVEN OPERATIONAL RESILIENCE

3.1 Scenario 1: Catastrophic event scenario

Scenario recap

In the event of a disaster, information, infrastructure, and
facilities are all at risk to non-malicious weather-related
or malicious terrorist-related impacts. As a result of this
scenario, data and systems are unavailable for an unforeseen
period, halting business operations altogether due to a lack of
data availability.

How can controls be implemented to mitigate risk?
Controls are focused on availability of various assets,
including data.

Which classification criteria should be used?
Data criticality.

What is the value of considering data in

this scenario?

Focusing on the right data will help reduce cost related
to availability.

Since criticality needs a context, organizations will benefit
from initially identifying the high priority, or critical, processes
and operations, and then the underlying data required
by these processes. High-priority processes are normally
high-frequency transactional processes, which need to be
operationalized immediately to prevent significant loss in
revenue. Operationalizing data associated with lower priority
business processes, such as HR databases used to onboard

new employees, can occur later as they are not inherently
associated with revenue generation and the ability of an
organization to operate effectively in the short term.

Even with high-priority processes, only a subset of the
information or applications may be required. For example, if
payments are a high-priority process for an organization, the
minimum data required to execute a payment is the payment
amount and payee details. If the high-priority process is a
10K annual report, important data can relate to loan amounts,
instead of customer or property details. This is the data that
must be made available immediately. Identifying not only the
critical business processes, but the critical data supporting
those processes helps an organization plan and prioritize
systems with the highest criticality, rather than focusing on
non-essential data when time is of the essence and revenue
is lost by the second. Once an organization has determined
their high-priority processes and data, processes can be
categorized according to those highlighted in Figure 3.

Prioritizing data using the aforementioned framework helps
organizations focus their investments and implementation of
controls. As previously mentioned, making all applications
in an organization 100 percent failover safe to provide
high availability is cost-prohibitive for even the largest
of organizations. Prioritizing processes helps organizations
focus their investments on highest-priority data and better
manage cost.

Figure 3: Data criticality scoring criteria for prioritizing availability
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3.2 Scenario 2: Cyber attack scenario

Scenario recap

In the event of a cyber attack, sensitive data and information are
at risk to malicious cyber criminals. As a result of this scenario,
data is lost and information confidentiality, as well as integrity,
are impacted.

Which classification criteria should be used?
Data sensitivity.

How can controls be implemented to mitigate risk?
Controls focus on confidentiality, integrity, and availability.

What is the value of considering data in

this scenario?

Focusing on the right data will help reduce costs related
to security.

In the cybersecurity scenario, resilience includes data
confidentiality, integrity, and availability. Legally sensitive
customer information — names, addresses, phone numbers,
employers, bank accounts, credit card information, and
social security numbers — are the focus of cyber attacks, as
individuals often use this information to process transactions
under the guise of an affected customer. In the event of a
cyber attack, organizations must prioritize the recovery point
objective and recovery time objective by looking at data
criticality, as in the catastrophic event scenario, to maintain

data availability after an attack. Additionally, in a cybersecurity
scenario, organizations must also focus on data sensitivity to
prioritize data. Focusing on legally sensitive data will allow an
organization to prioritize data that is most important and the
likely target for breaches, potential theft, and misuse.

Cyber criminals use organized, advanced techniques to
penetrate organizational systems to misuse data for their
personal advantage. Cyber criminals pose a grave threat
to operational and data resilience, as these attackers
have malicious intent and experience with penetrating an
organization’s critical data assets. While cyber criminals
intentionally threaten legally sensitive data, opportunistic
insiders are a threat that organizations must consider as well.
Opportunistic insiders have access to an organization’s data
assets and can have similar malicious intent to harm or exploit
critical data. Opportunistic insiders may come in the form
of disgruntled employees aiming to harm the organization
through a cyber attack or individuals seeking personal gain
at the expense of an organization. Regardless of their motive,
their intent is the same: malicious. While the opportunistic
insider’s intent certainly makes them a threat, their ability
to successfully orchestrate an attack is not as advanced
as the cyber criminal. In preparing for a cyber attack,
organizations must account for both cyber criminals and
opportunistic insiders to minimize losses and impact to an
organization’s resilience.

Figure 4: Data sensitivity scoring criteria for prioritizing confidentiality
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Identifying sensitive data is the first step, as this informs
which assets or containers have these data and directs an
organization’s focus to protecting these assets or containers.
These containers could be applications, databases, or file
systems like LAN or SharePoint drives. Although identifying
sensitive data is the first step, by itself, it is not a sufficient
control. Additional factors must be considered, such as
the location of the data, whether data is internet-facing
or not, and whether the data is externally hosted or not. In
many cases, internet-facing, and externally hosted data,
are more vulnerable to attack. Figure 4 is an illustrative
framework for classifying the sensitivity of data and
guiding investment decisions based on the organization’s
risk tolerance.

ldentifying sensitive data based on risk scenarios helps the
organization focus its investments and build controls around
the specific information assets that contain higher sensitivity.
Organizations should develop a prioritization framework
like the one highlighted in Figure 4, which examines data
sensitivity and applications based on where they are located.
More controls could be implemented based on the scoring
criteria above — from 1 to 9, with 1 requiring a higher level
of control. These controls may include security access (e.g.,
multi-factor authentication), as well as encryption at-rest and
in-transit. Implementing effective, prioritized controls will help
reduce the risk to sensitive data in an organization.

90/

3.3 Scenario 3: Pandemic scenario

Scenario recap

In the event of a pandemic, sensitive data and information are
at risk to non-malicious insiders. As a result of this scenario,
data is lost due to inadvertent mishandling resulting from
an alternative remote work model, which compromises the
information integrity of an organization.

Which classification criteria should be used?
Data sensitivity.

How can controls be implemented to mitigate risk?
Controls are focused on confidentiality.

What is the value of considering data in

this scenario?

Focusing on the right data will help prioritize personnel
training efforts.

In the pandemic scenario, the focus is again on sensitive
data, but the threat is now internal. Since data availability is
not at risk, prioritizing data on recovery time objective and
recovery point objective is not required here. In a remote and
uncontrolled environment, an organization’s well-intentioned,
everyday employees are at risk of improperly mishandling
data. In contrast to cyber criminals and opportunistic
insiders, the prominent threats in a pandemic scenario have
no malicious intent. The largest threats to an organization’s
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Figure 5: Data framework for managing operational risk

1. IDENTIFY
CRITICAL AND
SENSITIVE DATA

2. DEFINE RISK
SCENARIOS

3. ASSESS
AND MITIGATE
RISK THROUGH

(H

data during the pandemic are well-meaning insiders. While
a well-meaning insider means no harm to an organization,
their remote location presents an elevated risk for data
mishandling. Whether a computer is left unlocked, private
conversations are overheard, or proprietary data is sent to
an inappropriate recipient, this information is at a greater
risk of being accidentally and unknowingly exploited, or even
destroyed, in an uncontrolled environment. Privileged insiders
also present a great risk in the pandemic scenario. These
individuals have greater access to sensitive proprietary data
which, if mishandled, can present significant negative impact
on an organization.

The sensitive data at risk in this case is also different from
the sensitive data in the previous scenario. Employees, while
working in an uncontrolled environment, may inadvertently
leave their laptops unlocked or while speaking over a phone
in an uncontrolled office let out proprietary or financially
sensitive information. Even this unintentional compromise of
data assets can create substantial loss.
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4. DATA FRAMEWORK FOR SUSTAINABILITY

Figure 5 presents a data framework that focuses on three
capabilities, which if developed by the organization, will not
only help in operational resilience, but also in the overall
management of information risk.

Since data is continuously changing in an organization and
S0 are regulations, the framework can be part of a repeatable
process with periodic reviews on data identification and
classification, based on criticality and sensitivity. This may
result in identifying new data that is sensitive because of new
regulations. For example, data that is considered sensitive
based on privacy laws are variable, as states have their own
laws (e.g., California Consumer Privacy Act). Risk scenario
libraries must be reviewed and updated as we learn of new
threats. New scenarios emerge and must be factored in —
for example, the pandemic scenario was largely ignored
until recently, when it became a fast-moving reality and
organizations had to rapidly adjust to a large shift in behavior.
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The risk scenarios presented above help identify not only the
data at risk, but the threats that have access to this data.
Understanding the different risks presented by the above
scenarios allows organizations to focus on at-risk data,
employees, and institute controls to reduce the risk at hand
(e.g., additional training to prevent inadvertent mishandling of
data in the pandemic scenario).

This process of risk assessment and data classification
must be repeated for new scenarios or changes to existing
scenarios. In today’s world of “big data”, leveraging data
classification and building risk scenarios around data will
help businesses better manage risk, as well as drive value for
organizations in their journey towards harnessing data as a
source of competitive advantage.
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5. CONCLUSION

Operational resilience is well expressed by the adage: “If
you fail to prepare, you are preparing to fail.” The key to
operational resilience is planning, anticipating, preventing,
detecting, and correcting — continuously! This planning to
minimize disruption to business activities spans people,
process, and technology, all of which are connected through
data flows. Leveraging data helps build effective, efficient,
and sustainable operational resilience, because it allows for
differential handling of assets and provides a mechanism for
continuous tuning and improvement.

Data-centric operational resilience manifests itself in
determining control frameworks and activities. The three
scenarios discussed above demonstrate the variation
in controls based on the risk scenario and the classification
of data. For the catastrophic event, the controls were
directed towards data availability. For the cyber attack
scenario, the controls covered data confidentiality, integrity,
and availability. Lastly, for the pandemic scenario the controls
were more directed towards confidentiality.
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Figure A1: When to classify in the data lifecycle
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Stored data must also
be compliant with
regulatory laws, and
controls must
be applied based on
the data classification
level. Data can be
identified and classified
during this phase.

Data is created in multiple
formats and can come
from many sources. During
collection, data can be
identified and classified.

APPENDIX

A.1 Top 7 activities to make an organization’s
operational resilience plan more data-centric:

1. Identify high priority processes

2. Classify data used by these processes based on criticality
3. Classify data in the organization based on sensitivity

4. Define disaster scenarios that place data at risk
5

. Leverage classification in the scenario to classify
data based on risk

(ep]

. Guide investment decisions based on classification
7. Repeat the process above on a periodic basis.

Data classifications
determine how data is
shared. Sharing data

across users and

systems raises the risk
for potential data leakage
or actions that are not
compliant with governance,
legal or policy regulations.

Data must be properly
disposed of or wiped
after use, to ensure that
confidential data is not
exposed. Data classifications
determine how data
is disposed.

A.2 Operational resilience and data
lifecycle management

The data lifecycle represents all the stages of data throughout
its life from its creation or collection to its disposal. Data
lifecycle management is not a specific product, but a
comprehensive approach to managing an organization’s data.
It operates according to a policy-based system that manages
the flow of information throughout its useful life across
different applications, systems, databases, and storage media.

Operational resiliency challenges span the entire data life
cycle, from creation through use and sharing, to eventual
deletion. However, a critical stage for managing resiliency is
the “collect” phase, in which data is identified and classified.
Once the data is classified it informs the governance and
controls not only for the “store” phase but all subsequent
phases namely “share” and “purge”.
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