WEALTH & ASSET
MANAGEMENT

#51 APRIL 2020




THE CAPGO INSTITUTE

JOURNAL OF FINANCIAL TRANSFORMATION

Editor
Shahin Shojai, Global Head, Capco Institute

Advisory Board

Michael Ethelston, Partner, Capco
Michael Pugliese, Partner, Capco
Bodo Schaefer, Partner, Capco

Editorial Board

Franklin Allen, Professor of Finance and Economics and Executive Director of the Brevan Howard Centre, Imperial College
London and Professor Emeritus of Finance and Economics, the Wharton School, University of Pennsylvania
Philippe d’Arvisenet, Advisor and former Group Chief Economist, BNP Paribas

Rudi Bogni, former Chief Executive Officer, UBS Private Banking

Bruno Bonati, Former Chairman of the Non-Executive Board, Zuger Kantonalbank, and President,
Landis & Gyr Foundation

Dan Breznitz, Munk Chair of Innovation Studies, University of Toronto

Urs Birchler, Professor Emeritus of Banking, University of Zurich

Géry Daeninck, former CEO, Robeco

Jean Dermine, Professor of Banking and Finance, INSEAD

Douglas W. Diamond, Merton H. Miller Distinguished Service Professor of Finance, University of Chicago
Elroy Dimson, Emeritus Professor of Finance, London Business School

Nicholas Economides, Professor of Economics, New York University

Michael Enthoven, Chairman, NL Financial Investments

José Luis Escriva, President, The Independent Authority for Fiscal Responsibility (AIReF), Spain
George Feiger, Pro-Vice-Chancellor and Executive Dean, Aston Business School

Gregorio de Felice, Head of Research and Chief Economist, Intesa Sanpaolo

Allen Ferrell, Greenfield Professor of Securities Law, Harvard Law School

Peter Gomber, Full Professor, Chair of e-Finance, Goethe University Frankfurt

Wilfried Hauck, Managing Director, Statera Financial Management GmbH

Pierre Hillion, The de Picciotto Professor of Alternative Investments, INSEAD

Andrei A. Kirilenko, Reader in Finance, Cambridge Judge Business School, University of Cambridge
Mitchel Lenson, Former Group Chief Information Officer, Deutsche Bank

David T. Llewellyn, Professor Emeritus of Money and Banking, Loughborough University

Donald A. Marchand, Professor Emeritus of Strategy and Information Management, IMD

Colin Mayer, Peter Moores Professor of Management Studies, Oxford University

Pierpaolo Montana, Group Chief Risk Officer, Mediobanca

Roy C. Smith, Emeritus Professor of Management Practice, New York University

John Taysom, Visiting Professor of Computer Science, UCL

D. Sykes Wilford, W. Frank Hipp Distinguished Chair in Business, The Citadel



CONTENTS

INVESTMENTS

8  SeLFIES: A new pension bond and currency for retirement

Robert C. Merton, Distinguished Professor of Finance, Nobel Laureate — Economics 1997, MIT Sloan School of Management
Arun S. Muralidhar, Co-founder and Client Portfolio Manager, AlphaEngine Global Investment Solutions LLC

20 Robo-advice and the future of delegated investment
Christoph Merkle, Associate Professor, Aarhus University

28 Wealth management in the age of digital assets: How financial advisors can find opportunities
amongst disruption
James McDonald, Senior Consultant, Capco
Tyler Salathe, Senior Consultant, Capco

34 The E.U. alternative investment fund industry: Insights from AIFMD reporting
Antoine Bouveret, Senior Economist, European Securities and Markets Authority
Massimo Ferrari, Economist — Markets and Investors Team, European Securities and Markets Authority
Steffen Kern, Chief Economist and Head of Risk Analysis, European Securities and Markets Authority

44 Consideration on better tokenization practices and regulations concerning investor protection
Yuta Takanashi, Senior Fellow, Georgetown University
Shin’ichiro Matsuo, Research Professor, Georgetown University
John Jacobs, Executive Director, Center for Financial Markets & Policy, Georgetown University
Eric Burger, Research Professor, Georgetown University
Clare Sullivan, Visiting Professor, Georgetown Law Center, Georgetown University
James Angel, Associate Professor, Georgetown University
Tatsuya Saito, Assistant Manager, Center of FinTech, Corporate Planning Division, Mitsubishi UFJ Trust and Banking Corporation
Toshiki Hashirisaka, Senior Manager, Center of FinTech, Corporate Planning Division, Mitsubishi UFJ Trust and Banking Corporation
Hirotoshi Sato, Vice President, Digital Transformation Division, MUFG Bank, Ltd.



TECHNOLOGY

57 Digital disruption — a CEQ’s survival guide
Jet Lali, Chief Digital Officer, State Street Global Advisors

67 Applying artificial intelligence in finance and asset management: A discussion of status quo
and the way forward
Juergen Rahmel, Chief Digital Officer, HSBC Germany

75 Front office efficiency: Improving business development and increasing sales
Ingo Rauser, Senior Partner, Switzerland, Capco
Tobias Wehrli, Senior Consultant, Switzerland, Capco
81 Client preferences for digitization and ecosystems in wealth management
Teodoro D. Cocca, Professor, Chair for Wealth and Asset Management, University of Linz, and Adjunct Professor, Swiss Finance Institute

93 The future of asset management - a technological perspective
Pascal R. Ndgeli, Managing Partner, i.AM Innovation Lab AG

98 Transforming insurance settlements: Real-time processes through blockchain, Internet of Things,
and explainable Al

Md Mamunur Rashid, Senior Research Fellow, Consumer and Organizational Data Analytics (CODA) Research Centre,

King’s College London

Stuart J. Barnes, Chair in Marketing, Consumer and Organizational Data Analytics (CODA) Research Centre, King’s College London
Md Abdur Rahman, Associate Professor, Department of Cyber Security and Forensic Computing, University of Prince Mugrin

ESG

115 Human capital and the future of work: Implications for investors and ESG integration

Sakis Kotsantonis, Co-Founder and Managing Partner, KKS Advisors

George Serafeim, Charles M. Williams Professor of Business Administration, Harvard Business School, and a Co-Founder, KKS Advisors
131 Integrating climate transition risk into investment portfolios

Michael Lewis, Head of ESG Thematic Research, DWS Group GmbH & Co. KGaA

Carsten Keil, Head of ESG Engine & Solutions, DWS Group GmbH & Co. KGaA
139 Shaping a sustainable economy: A bird’s eye view of the E.U.’s ESG reform project

Caitlin McErlane, Partner, Financial Services Regulatory, Baker & McKenzie LLP

149 ESG and the duties of investment managers examined
Daniel Nevzat, Manager, Government Relations and Public Policy Practice, Norton Rose Fulbright LLP
Imogen Garner, Partner, Financial Services Group, and Head, Buy-side Regulatory Practice, Norton Rose Fulbright LLP

155 Greta’s expectations — we must all be stewards now!
Eoin Murray, Head of Investment, Hermes Investment Management

163 Regulatory implications of ESG Investment
Luke O’Leary, Associate, White & Case LLP
Mindy Hauman, Professional Support Counsel, White & Case LLP

171 ESG investing in emerging markets
Panos Seretis, Head of ESG Research — EMEA, MSCI
Zoltan Nagy, Executive Director, Equity Core Research, MSCI
Ric Marshall, Executive Director, ESG Research team, MSCI

180 Regulating ESG investing the E.U. way
Aron Szapiro, Head of Policy Research, Morningstar
Andy Pettit, Director of Policy Research, EMEA, Morningstar



DEAR READER,



Welcome to edition 51 of the Capco Institute Journal of
Financial Transformation.

The global wealth and asset management industry faces
clear challenges, and a growing call for innovation and
transformation. Increased competition, generational shifts in
client demographics, and growing geopolitical uncertainty,
mean that the sector needs to focus on the new technologies
and practices that will position for success, at speed.

There is no doubt that technology will be at the forefront of a
responsive and effective wealth and asset management sector
in 2020 and beyond. The shift to digitization, in particular,
will see the speeding up of regulatory protocols, customer
knowledge building, and the onboarding process, all of which
will vastly improve the client experience.

This edition of the Journal will focus closely on such digital
disruption and evolving technological innovation. You will also
find papers that examine human capital practices and new
ways of working, regulatory trends, and what sustainability and
responsible investment can look like via environmental, social
and corporate governance.

As ever, | hope you find the latest edition of the Capco Journal
to be engaging and informative. We have contributions from a
range of world-class experts across industry and academia,
including renowned Nobel Laureate, Robert C. Merton.
We continue to strive to include the very best expertise,
independent thinking and strategic insight for a future-focused
financial services sector.

Thank you to all our contributors and thank you for reading.

Lance Levy, Capco CEO
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ABSTRACT

The insurance industry continually struggles to identify the validity and justification of insurance claims, which put
service providers and clients in a complicated trust relationship. The complexity is not only concerned with people who
are involved in fraudulent claims, but due to the nature of certain businesses, genuine claims are often handled with
a mindset of potential fraud. The current insurance business model is largely a traditional, paper-based, error-prone
claiming mechanism. Current practices comprise complex and costly processes, often resolved by the involvement of
the legal administrators. The overall process also has a multi-point authentication issue, as it needs to maintain an
immutable ledger, which is distributed and validated among different parties. Recently, technology has made evolutionary
advancements in the area of distributed ledgers. In this paper, we present a novel architecture that will allow a massive
amount of heterogeneous data to be used for insurance claims evidence. Our framework leverages the state-of-the-
art networking technology and both blockchain and off-chain decentralized repositories. The framework also employs
explainable artificial intelligence (XAl) for bringing trust within the reasoning and deep learning algorithms and helping in
different ecosystems of the insurance industries. Our solution uses advanced technologies in the insurance industry that

could potentially enhance transparency, trust, and automation in handling insurance claims.

1. INTRODUCTION

In the U.K. alone, 469,000 fraudulent claims and applications
were detected in 2018, a rise of 3 percent in 2017, with their
value up by 6 percent. Every day, 1,300 insurance scams
are uncovered, each with an average value of £12,000 [ABI
(2018)]. New methods are needed to ensure claims are more
transparent, foolproof, and financially more viable for both
clients and insurance service providers. Due to the explosion
of smartphone-based online services, almost all the services
associated with insurance lifecycle are offered through online
systems. Such a solution will require a number of state-
of-the-art technologies and tools to work together for its
proven success.
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Artificial intelligence (Al) solutions create a paradigm where
computer systems can sense what is occurring within an
environment, and think, learn, and act in response to what they
are sensing. Internet of Things (IoT) has environmental sensors
that are designed to measure a variety of conditions, storing
all the data in a decentralized database. Current technology
advancements, including high-speed Internet availability and
5G networks for oT data [Cero et al. (2017)], decentralized
data storage computing through cloudlets, smartphone
technology, blockchain-based decentralized security [Khan
et al. (2017)], mobile edge and fog computing [Yang et al.
(2018)], ubiquitous M2M (machine-to-machine) connectivity
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[Li et al. (2018a)], loT for device to device (D2D) monitoring
systems [Rahimi et al. (2018)], location-aware systems,
crowdsourcing and crowdsensing, and web services, to name
a few, contribute to the potential for creating systems that
transform insurance claim management [Rahimi et al. (2018)].

Current smart health and home monitoring systems already
produce big data designed to alert users after an event
has occurred. This creates the possibility of continuously
collecting and analyzing that massive amount of data, utilizing
it to predict, alert, and prevent risky behavior autonomously,
and proactively warn of an event that is about to happen. Al
software platforms can analyze a multitude of environmental
Sensor measurements to create information and messages
that are sent instantaneously to the mobile devices of property
owners and managers [Ehsan et al. (2019)]. Al systems have
the potential of empowering and enabling faster and better
decision-making and mitigating property damage and personal
injury risk; an early warning Al system can identify and
predict the onset of fires, water damage, equipment failures,
food/medicine spoilage, and other catastrophic events [Weitz
etal. (2019)].

We believe that insurers should modernize and personalize
policies, with swifter rollouts and more meaningful tracking
of trends and results. One-quarter of those operating in the
sharing economy, who believe there is a risk of doing so,
said they want coverage they can activate or deactivate as
needed. A further 22 percent indicated they were interested
in being automatically insured when buying/renting services
or possessions to manage this risk [Riikkinen et al. (2018)].
In this paper, we outline a novel framework, employing state-
of-the-art technologies that have the potential to radically
transform the insurance claims business. We examine the
technologies, their applications, changes to insurance industry
processes, and the overall benefits of the proposed solutions.

2. TECHNOLOGIES UNDERPINNING A NEW
INSURANCE CLAIM FRAMEWORK

The next generation of smart cities will face the challenge of
convergence of technological advancements, where a massive
amount of data will be generated on a daily basis, all of which
needs to be digested, processed, and responded to, both for
real-time user queries and historical Spatio-temporal related
queries. Blockchain, 10T, Mobile Edge Computing (MEC), and
Al are key technologies that can work together to solve smart
city solutions. In this section, we outline some of the key
technologies and the role that they play in a potential solution.
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2.1 Key technology components in an insurance
platform solution

Although MEC [Chen et al. (2019)] is a popular topic, its
application in insurance claims processing has received
less attention. Recent advancements in loT devices has led
to an increase in connected devices, with greater processing
capability [Fernandez-Carames, and Fraga-Lamas (2018))].
The existing loT device to cloud communication architecture
needs to be redesigned to leverage the full potential of MEC.
MEC can work as an intermediary between entities related to
the physical world and loT nodes and the cloud in the cyber
world [Wang et al. (2018)]. Furthermore, MEC shows the
potential to address the availability and improved connectivity,
resilience, scalability, low latency, and real-time delivery of
a massive amount of data, which the traditional cloud-only
solution fails to guarantee [Chen et al. (2018)]. For real-time
insurance applications, such spatio-temporal multimedia
data generated by each business process consists of a very
large volume of data to be shared with the cloud [Zhang et al.
(2018)]. The introduction of a MEC layer [Liu et al. (2017a)]
at the vicinity of the loT sensors or users related to insurance
claims processing would make it possible to save bandwidth
and processing resources, and incorporate security solutions
before the processed data is sent to the cloud. However, due
to stringent requirements for privacy, security, and anonymity
in data sharing within insurance processing ecosystem, MEC
will typically require technologies such as Tor and Blockchain
[Zhou et al. (2018a)].

The use of blockchain within the insurance industry can
bring transparency, as most of the claims are managed by
multiple parties. These disruptive technologies, together with
MEC, can allow for anonymous and secure sharing of data
with any intended stakeholder without the need for a central
authority. This will allow loT and user data to be secured and
anonymized. Moreover, the incorporation of blockchain and Tor
will enable security implementation to become more robust. A
user can carry out any insurance-related business activity or
conduct any financial transaction without the need for central
authority or middleman. On the other hand, the chain of
blocks containing the timestamped history of spatio-temporal
activities and transactions related to insurance business
process or a user’s history containing multimedia data can
be linked by cryptographic hashes within the blockchain [Liu
(2017b); Yin et al. (2018); Li et al. (2018b)]. This will allow
for securing the data from cyberattacks or unauthorized
access from anyone in the middle, thereby saving the
relevant institutions from penalties or criminal punishments.
This makes insurance claims more secure, and dictions can,
therefore, be taken with more confidence.
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For many insurers, the cloud-computing debate is over
[Benhamouda et al. (2018)]. With seven in ten carriers using
the cloud in their businesses, it is already an integral part of
their technology environment and business platform strategies.
Cloud providers are actively evolving their capabilities to offer
advanced solutions in partnership with system integrators
to create industry-specific solutions [Esposito et al. (2018)].
For example, the number of U.S. insurers with claims
systems fully deployed in the cloud has seen a steady rise
from 13 percent in Ovum’s 2016 survey to 26 percent in 2018
[Juniper (2017)].

Blockchain has gained traction due to its fully decentralized
peer-to-peer redundancy solution, providing a secure identity
for each stakeholder and support of smart contracts, which
can be activated on spatio-temporal logic [Turkanovic et al.
(2018)]. This ensures secrecy of block data through secure
wallets and strong encryption, guaranteeing the service level
agreement through the transparency of the historical blocks, all
at a low cost in managing distributed databases. Furthermore,
blockchain offers immutable and non-hackable transaction
storage for different smart city applications [Gao et al. (2018)],
which is particularly useful when the users are mobile, i.e.,
moving among inter-MEC nodes, which requires decentralized
yet secure and seamless integration and interaction for cyber
profiles [Valtanen and Backman (2018)].

Although Blockchain supports strong security, it does not
deliver perfect anonymity because each transaction added to
the block reveals the address of the miner, and the transaction
parties, which is visible to the public [Zhou et al. (2018b)] . In
order to add anonymity to blockchain transactions, researchers
have proposed a multitude of solutions, such as via Tor, usage
of a one-time pad address for each transaction, secure
wallets, TumbleBit, and Zcash, to name a few [Zhao (2018)].
The raw loT data and the multimedia payload emanating from
applications can thus be anonymized and at the same time
added to the blockchain at the MEC node before it can be sent
to the cloud. The MEC node is assumed to host the cloudlet
architecture acting as a high-end computing platform that
can run blockchain nodes or Tor virtual machines [Moubarak
et al. (2017)]. In addition to security and privacy, the MEC
node can also be used in tandem with other scalability
solutions incorporating 5G and loT communication [Marjanovic
etal. (2018)].

We envision further leveraging the fog computing paradigm
by assuming that “edge devices” will perform a large portion
of the cloud activities related to insurance claims, such as
storage, communication, and processing, and in return will
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receive a substantial number of incentives for sustainable
growth [Ni et al. (2018)]. Moreover, depending on the scenario
and available bandwidth, edge devices will carry out as much
local processing as possible and offload to the cloud backend
only when a favorable network condition is observed. Hence,
together with blockchain-based security, each user within
an insurance ecosystem takes control of their usage data,
granting permission to whomever they want and when they
want [Yeow et al. (2017)].

With the massive volume of data collected, the amount of
data processing and event detection in different scenarios is
a daunting task. However, advanced Al, with the support of
multi-tier machine learning, deep learning, and other types
of data science advancements, have made it possible to
analyze such massive volumes of data and find phenomena of
interest [Porambage et al. (2018)]. Al has been successful in
automatic reasoning by following some predefined workflows,
the big data set to work on, and the types of output to deal
with [Ehsan et al. (2019)]. These technologies together
show promising prospects for various smart city challenges,
including in the insurance industry. Existing insurance policies
are often processed on paper contracts, which leaves claims
and payments error-prone, and numerous Steps requiring
human supervision. This inherent complexity of insurance
involves consumers, brokers, insurers, and reinsurers [Raikwar
et al. (2018)]. New technologies can enable each part of the
insurance lifecycle to leverage and provide improved quality of
services [Lamberti et al. (2018)].

About one-third of ClOs at insurers surveyed by Ovum said
their biggest challenge with loT is the cost and complexity of
implementation. About 25 percent cited a lack of consumer
demand for products incorporating loT, while just over 20
percent said associated compliance issues, particularly
around privacy, were too complex. Notwithstanding, several
insurance companies have moved towards technology-
driven models, e.g., in Asia, AIA Hong Kong has launched
a blockchain-enabled “bancassurance” platform, allowing
the life insurer and its bank distributors to share policy
data and digital documents in real-time, streamlining the
onboarding process, improving transparency, and reconciling
commissions  automatically  through  smart  contracts
[Bhushan (2015); Code (2018)]. The Hong Kong Federation
of Insurers is also working to establish a blockchain-based
auto insurance platform [Ledger (2019)]. In Europe, AXA is
offering flight-delay insurance over a blockchain platform
with parametric triggers and smart contracts [PwC (2019)].
In the case of health insurance, a blockchain smart contract
can store the cryptographic public ID of the patient, therapist,
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hospital, caregiver, and other community of interest and their
relationship, along with the permission and authorization level
by different entities. During insurance claims processing when
access to health data is needed, the smart contract is used to
validate access control, permissions, relationships among the
entities, and sharing the hash of the actual off-chain health
data with joint ownership [Hawkins et al. (2018)]. Finally,
the off-chain health data can be queried with the session
key obtained from the smart contract execution [Rahman et
al. (2018)].

2.2 Explainable Al considerations

Al has been successful in solving many problems by
enabling a robust algorithm to take major decisions too time-
consuming and complex for humans. Al has been under
development in the insurance industry for many years, but
it could not completely succeed in solving a fundamental
problem. Current Al models work in a Blackbox mode, where it
is not always known how the outcome of an action is derived.
It is not possible to trace back to the raw data in different
sub-processes, since many assumptions are made within
the algorithm, which cannot be explained to humans. The
reproducibility of individual steps or semantic explanation of
the evidence that will convince stakeholders is very important
for the insurance industry — and this is where Blackbox Al fails.
Any complex insurance claim decisions need to fully visible and
justified. Transactions in each stage of an Al-operated system
must be recorded to ensure transparency and traceability for
clients and industry experts. To resolve this, we propose to use

explainable Al, which records all transitions and logs outcome-
driven decisions. We believe our proposed framework is the
first XAl solution to be considered for automated insurance
claims processing. In this paper, we proposed to combine
XAl with loT, and blockchain, to ensure that insurance-related
data processing is more transparent, less human-error prone,
and faster.

We envision an XAl algorithm that will be tailored to
understand the evidence needed for different types of
insurance industries, the workflows, and the decisions that will
be made via the human-Al algorithm teams. This reference
point helps subsequently, when a claim is being challenged by
a client. The XAl also assists insurance industry stakeholders
to gain confidence in the decisions made. Several insurtechs
are already engaging in real-time, as-needed coverage. Trov, a
global on-demand insurance agency, uses an application that
enables consumers to insure single items such as cameras
and digital devices with coverage that can be activated and
terminated at any time over a mobile app [Insurance Journal
(2018)]. Another advanced feature that we envision is the use
of XAl data for improving system performance. In the future,
we expect to capture the most relevant data on a live system,
but at present, we leverage all transaction data to create a
benchmark dataset for future systems to make decisions more
quickly and precisely. We believe that this will transform the
insurance industry’s operational methods, where technology
will be able to take over all major legal liabilities with minimal
legal involvement.
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Figure 1: Managing insurance-related data through the proposed infrastructure
(a) A high-level architecture where different lifecycles of car insurance are being captured in a smart city
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(b) Different steps during a typical claims process, which can be supported by the proposed framework
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3. A NEW, DATA-DRIVEN FRAMEWORK FOR
INSURANCE CLAIMS

In this section, we present a design to illustrate how the
insurance-related data will be managed through our proposed
infrastructure. Figure 1 is a very high-level illustration, where
infrastructure is shown at the component level. As shown in
Figure 1a, 10T data related to the insurance industry in a smart
city is collected via the 5G, Mobile Edge/Fog network, which
is then stored within the blockchain and off-chain storage for
evidence purposes. The immutable and distributed blockchain
ledger can then be used in different use-cases and by different
stakeholders of the insurance ecosystem. Figure 1b shows a
generic insurance claims process in which blockchain and off-
chain storage is used by the XAl so that the claims-processing
human agents can understand the steps and intervene during
the claim’s preparation lifecycle.

3.1 Core system components

Let us take the example of auto insurance. There are two
ways in which blockchain can prove to be beneficial for the
auto insurance industry. First, it can connect all users and
service providers with the help of shared ledger in which

all the information will be readily available. It will help auto
insurers reduce risk and fraud. Second, with the help of smart
contracts, claims processing will be faster.

Figure 2 shows the cloud, edge, client nodes, and their
communication pattern. As shown in Figure 2, loT devices
forward their insurance-related data traffic to the MEC nodes
first, which does the security handling, small scale analysis,
and then shares the final results with the cloud. The task of
decentralization and anonymity of the captured insurance-
related data also takes place in the MEC nodes. Hence, with
the help of advancement in 5G technologies, the MEC nodes
can provide many loT-Edge centric services to the underlying
applications, thereby reducing the load on the cloud. Since the
MEC node supports both security and anonymity of the loT
data, once deployed near public places, it can securely support
underlying insurance applications with mobility of the users. A
cloudlet server can be hosted at the house of a subject, at
relevant organizations, or the premises of the 5G base station.
The cloudlet server acts at the loT edge network to support loT
data processing, security, storage, and analytics at the edge.
This will allow the high data rate loT sensors that are used to
capture insurance-related evidence to be processed with low

Figure 2: Three tier protocol architecture
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Figure 3: Context-aware Al-based insurance assistance framework
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latency and high security in a decentralized manner. In the
absence of a mobile edge tower, a smaller server can be used
as an edge router such as a laptop, or a smartphone that can
intake the sensory data and share it with the cloudlet or the
mobile edge network for further processing.

We can also use mobile edge/fog nodes to act as virtual
clouds within the fog tier to handle the offloading and
reduce the latency. The fog tier tries to answer most of the
insurance-related queries from the fog tier, provide high
bandwidth, support low latency, help in smart-phone low
battery consumption, and local and low computation need
that can be used to provide navigation to users in the same
physical proximity. The boundary and coverage of each client
node and fog node determine the sub-boundaries of the fog
tier and those of the D2D communication possibility. If two
or more insurance-related stakeholder nodes are within
the same fog tier boundary, they can start a D2D (device-
to-device) communication. However, each fog node acts as
an opportunistic node, such that whenever good network
bandwidth is available, the fog nodes upload the fog tier
transactions to the core IP-based cloud backend.
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3.2 Context-aware insurance data collection

The proposed framework aims to provide context-aware
insurance  services through the following: collection of
insurance evidence from loT, crowdsourced, and social media
data; storage of the incoming multimedia data initially at the
distributed fog nodes and finally to the big data repository;
and inter-correlation of context-aware clusters of crowd data
rendered back via spatio-temporal services to each individual,
based on context. As shown in Figure 3, different insurance
applications allow a query or task to be sent by a requester to
a very large crowd or a set of loT nodes through the proposed
platform, which leverages both fog and cloud computing
architecture. The requester then receives complex insurance-
related results in a personalized fashion. Figure 3 shows
details about different components within the framework.

We assume that to support the insurance ecosystem,
numerous stationary loT devices will have been deployed
around a city, within vehicles, within houses, and so on, for
collecting different types of insurance phenomena data.
Furthermore, we assume that each person within a massive
crowd has a smartphone and is optionally surrounded by both
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Figure 4: |oT protocol stack to support the blockchain-based Al insurance assistance framework
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loT THIN GLIENT WITH SMALL FOOTPRINT

a “body sensor network” (BSN) and a subset of loT devices,
whether stationary or mobile, forming a “body loT network”.
The smartphone in our framework has 4G LTE-A/5G internet
connectivity through which an individual can be connected to
personal social networks. The built-in smartphone sensors,
the sensors within the BSN, and the loT sensors together allow
collecting real-time user and ambient context data.

4. STAGES IN THE DEVELOPMENT OF THE
NEW SYSTEM

Insurance data handling is a complex process, and hence,
modular development is needed so that the insurance data
can be recorded at every step of data migration. In this
section, we delineate the proposed development steps for the
full deployment of the system.

4.1 Source insurance data extraction

Figure 4 shows the protocol stack of collecting, analyzing, and
visualizing loT data. Since the loT devices are thin, we assume
there is limited capacity for connecting with edge devices
running full blockchain nodes. The framework allows an loT
node to communicate with nearby edge nodes running smart
contracts, to use decentralized messaging services, to save
raw loT sensory data into a decentralized repository via the
edge networks, to add loT data of interest to the blockchain,
and to connect to cryptocurrency exchanges and gateways.
The loT data is fed to the Al engine for logic extraction and
finding patterns of interest as evidence.

The modules are responsible for collecting the raw contents
from heterogeneous internet-hased sources and loT devices.
The framework embeds a suite of protocols and algorithms
that can communicate with complex and proprietary sources
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DECENTRALIZED MESSAGING AND COMMUNICATION

loT EDGES AND CLOUDS INTEGRATION AND ACCESS CONTROL

loT TO BLOCKCHAIN PAYMENT GATEWAY

MULTICHAIN TO BRIDGE AMONG EXISTING BLOCKCHAIN

of existing heterogeneous internet-based services and retrieve
online multimedia content. To manage load balancing and
scalability, the framework uses proxy servers, where each
proxy server actually listens to each type of content retrieval
service request and, depending on the number of concurrent
service requests, a greater number of proxy servers may be
employed within the system. A proxy server stores the list of
content retrieval services available within the framework. A
properly designed service client algorithm is envisioned to:
store the path to an internet resource, bandwidth, round trip
time, delay, URL patterns, HTTP access methods, response
types, and authentication patterns, inter alia. The indexer
stores each extracted service in an index server, referred to as
a “personal social network”. This serves as the Al dataset for
a particular subject.

4.2 Insurance data semantics extraction

This module is responsible for pre-processing and analyzing
content, extracting logic, indexing the emotion primitives,
presenting the claims results to the user, and adapting the
emotion value from the user feedback to train the system.
In its upstream data collection path, the Controller receives
raw content from the Web Data Extractor. The Controller also
issues requests to extract new content in the downstream
path. Upon receiving raw media content, the Controller
delegates the content to the model component, i.e., insurance
phenomena extraction logic. This component mashes up all
the logic extraction services available within the framework
and delegates the content to the most optimal service,
depending on media and user requirements. It also leverages
the metadata of each API (application programming interface)
in the form of types of media support, response type per unit
content, size of each payload per request, types of request
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and response (i.e., JSON, XML, REST), number of requests
per API call, type of domain knowledge supported, types of
functionalities supported, types of logic values supported
(positive, negative or neutral), ranges of logic value, and
semantic attributes, such as affection friendliness, sadness,
amusement, contentment, and anger, to name a few. The unit
could be horizontally enriched with various services. There are
three different working phases.

4.2.1 TRAINING PHASE

The system makes use of a supervised learning method
to classify the semantics of the retrieved content,
assuming conditionally independent classification features.
Classifications would include positive, negative, or neutral
sentiments. We use this theorem to evaluate the posterior
probability of sentiment membership for classifying new input
samples according to its associated features (i.e., content/
text keywords). We do the same for all possible classifications.
Thus, we are able to classify a new event as the classification
with the highest posterior probability.

4.2.2 EXECUTION PHASE

When the system receives new content to be classified, it tries
to analyze the data before classification. Using the Al engine,
we get the probability of a certain classification given the input
data. Our proposed algorithm employs a fast and reliable
technique to classify raw data with great certainty and against
the training dataset even with noise in the data.

4.2.3 FEEDBACK PHASE

The use of the Al algorithms provides highly accurate results
to classify the emotion tag for the input feed. However, for
different reasons, we might receive an incorrect or undefined
decision. Thus, we add the capability for the user to train the
system at run-time to refine the algorithm’s knowledge base
and improve its overall efficiency.

4.3 Insurance primitives

Insurance Primitives, which work as an atomic type of
insurance process repository, store the output of “claims
extraction logic”. Each APl stores its result to a separate
repository. Some APls use the stored emotion primitives as
a training dataset and use their stored emotion data as an
input to the claims’ extraction logic. This dataset gets enriched
throughout the lifecycle of the emotion extraction service. The
richer this database is, the more accurate the logic behaves.
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5. PROOF OF CONCEPT
APPLICATION SCENARIOS

In the proposed framework, we use blockchain in different
scenarios, which can then be linked to the insurance policies.
The collected data through our proposed framework can help
insurance transparency greatly. In this section, we will present
our visionary architecture for supporting different use-cases.

5.1 Property rental scenarios

Figure 5(a) shows a scenario in which a user rents a hotel
using cyber-physical interaction between blockchain and loT
devices. Figure 5(b) shows the interaction between the smart
lock and the rest of the blockchain clients to successfully and
securely handle the complete device-to-device contractual
agreements. The loT smart lock cannot store the complete
blockchain record and cannot run the complete Ethereum
virtual machine (EVM) due to its storage and processing
limitations. Hence, it has to rely on a set of miners for proof of
payment and a smart contract logic execution operating within
the edge or in the decentralized cloud. The smart lock will use
the proof of payment from which it also has to pay to the miner
nodes that calculated the hash as proof of payment from the
complete blockchain. The proposed approach, as shown in
Figure 5(a), will allow the property owner to rent rooms to the
user in exchange for money. Although the property owner is
not trusted, and may try to maximize the benefit by different
approaches, including concurrently renting the property to
different users, the system will block such security holes.
Similarly, the renter will be able to book a room from the owner
through the blockchain, even though not fully trusted or known
to the owner, with potential for minimizing costs by avoiding
payment to the owner.

The framework will ensure that the owner and the renter have
the incentive to protect their privacy. The physical property is
controlled by loT devices and pre-determined protocols and is,
therefore, trusted, i.e., the property is programmed to follow
decisions made by the blockchain smart contract system. It
is also assumed that the physical property will not disclose
information to any third party and will use the blockchain
platform to carry out transactions between owners and renters
by recording agreements/payments and tracking agreement
execution. Trusted properties will always follow instructions
accepted by the blockchain system. The secure transactions
will allow insurance claims processing transparent and
trustworthy by different stakeholders.
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Figure 5: Proof of concept design architecture for real life deployment

(a) A scenario where a user books a hotel with the help of blockchain and loT devices
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5.2 Smart home monitoring scenarios

Figure 6 shows a scenario where data is collected from
smart home loT sensors, which is then shared with both
blockchain and a decentralized repository storing the sensory
data payload for the XAl engine, which can then be used as
insurance claim evidence for analysis. The multi-dimensional
data types collected from the smart home include those
sensing ambience, user activity, energy usage, aspects of
security, and human physiological data. This data is fed
to the XAl engine for event analysis, event indexing in the
blockchain, saving the payload in the off-chain solution,
or further inquiry of other blockchain bridges, if deemed
necessary, and alert generation for various threshold values of
sensory data. The smart contract can also interface with the
external cryptocurrency gateway and exchange in the case of
payment for any third-party services. Finally, the owner of the
house can share smart home data with an insurance service
provider. The service uses distributed apps to connect to the
decentralized databases.

6. NEW ERA OF OPERATIONAL PROCESSES

The proposed solution will require numerous changes in the
current operational model of the insurance business. This
will not only help in bringing transparency into the insurance
industry but also make its operational costs more manageable
via changes in the current operational model. In this section,
we examine the possible areas where operations will be
transformed.

6.1 Underwriting

The department responsible for verifying the authenticity of a
claim and deciding on claim coverage requires a trustworthy
repository of data. Blockchain, loT, and XAl offer a central
repository of truth. Using the blockchain, underwriters can
obtain data from external sources to automate some aspects
of underwriting, since the data in the blockchain is trustworthy
and is from verified sources (see Figure 1b above). On
blockchain, external data from off-chain can be included as

Figure 6: A complete smart home scenario where different types of data are recorded in the blockchain
and shared with community of interest
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evidence using smart contracts to decrease risk liability and
provide semi-automatic pricing (see Figure 5). This can help
to automate and shorten the underwriting process, reducing
the cost of operations (see Figure 6). Blockchain also brings
transparency and improves trust in the underwriting process by
enabling shared visibility in complex multinational programs,
providing transparency across underwriting coverage and
premiums at local and international levels.

6.2 Claims processing

Improving claims processing methods is often considered a
priority for insurance companies. For the consumer, submitting
a claim and getting it approved is yet another tedious process.
Processing can take quite a while, especially considering the
number of data points needed for verification and the amount
of manual effort required. With blockchain and XAI, most of the
necessary information that is required for claims verification
can be processed in either real-time or near real-time.
Since blockchain can take inputs from a variety of different
sources without altering any information, insurers can use
the data available in the blockchain to track the usage of
an asset. Provenance is one major area where insurers can
take advantage of blockchain. A shared ledger and insurance
policies executed through smart contracts can bring an order
of magnitude improvement in efficiency to property and
casualty insurance.

Alongside big data, mobile and digital technologies, blockchain
is essential for establishing an efficient, transparent, and
customer-focused claims model based on higher degrees of
trust. Within claims prevention, new data streams can enhance
the risk selection process by combining location, external
risk, and analytics. Thanks to the proof of location protocol
of blockchain, a distributed ledger can enable the insurer and
various third parties to easily and instantly access and update
relevant information (e.g., claim forms, evidence, location of
the event, police reports, and third-party review reports). The
use of data from a mobile phone or loT sensors can streamline
claims submission, reduce loss adjuster costs, and increase
customer satisfaction, with blockchain systems facilitating
communications and coordination among all parties. loT
sensors can trigger alerts to insurers that a crash has occurred
(thereby initiating a new claim), and then route secure and
relevant data to preapproved and conveniently located medical
teams, towing services, and/or repair garages. Blockchain is in
the middle of connecting and ordering data from the multiple
devices and apps involved in the multidimensional process.
Similarly, the combination of sensor data, satellite imagery,
mobile technologies, and blockchain could be used to facilitate
claims payments and rescue services when natural disasters
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occur in remote areas. Data from weather stations could
determine claims amounts based on actual weather readings,
with blockchain enabling greater automation, more efficient
data sharing, and stronger safeguards against fraud.

7. EXAMPLE INSURANCE APPLICATION AREAS
FOR THE PROPOSED SOLUTION

We propose the above technology solution in a variety of areas
of insurance, in each case improving speed, efficiency, and
transparency, and reducing operational costs; hence improving
overall profitability. The proposed method will be customized
based on industrial rules and policies. Notwithstanding, the
technological aspects remain the same regardless of the
business characteristics of the different insurance industries.

7.1 Health insurance

Blockchain and 1oT can potentially interconnect medical care
facilities, insurers, patients, physicians, and other parties,
thereby improving the level of care provided to patients.
Furthermore, processes can be streamlined, as all the data
is held in a central, secure repository. Through a blockchain
of loT health data, medical records can be cryptographically
secured and shared between health providers, increasing
interoperability in the health insurance ecosystem. An
individual can be surrounded by a set of gesture tracking
sensors and ambient intelligent loT sensors supporting in-
home therapy sessions. loT nodes and gesture tracking
sensors are secured by the private/public encryption keys. A
patient may allow access to their data to the community of
interest, including caregivers, therapists, insurance company,
medical doctors, hospital authority, and so on. Patient-related
data can also be digitally signed and saved into the blockchain
by trusted parties and an individual can authorize a subset of
personal therapy data on an ad-hoc basis. The smart contract
embeds the access policy of the patient. Any transaction that
enters the edge network gets parsed by the geographically
distributed, permission mining/consensus nodes to get
approved and added to the blockchain. With investment from
Munich Re, among others, insurtech company Bought by Many
has created a way for customers to sidestep traditional routes
to purchase niche products that legacy insurers often avoid,
such as travel insurance for those with pre-existing medical
conditions [Lamberti et al. (2018)]. Our system provides key
data and methods to enable the provision of such services in
a low-cost, transparent, and secure way.

The collected health data includes an enormous amount of
multimedia data in the form of text, image, audio, and video.
An offline centralized cloud or decentralized cloud storage can



TECHNOLOGY | TRANSFORMING INSURANCE SETTLEMENTS: REAL-TIME PROCESSES THROUGH BLOCKCHAIN, INTERNET OF THINGS, AND EXPLAINABLE Al

be used to store the multimedia data while the transaction
in the blockchain stores the hash of the pointer of the files
distributed in the cloud storage. Using XAl to automatically
process the massive amount of health data would bring
trust and efficiency. While reading or querying the file, the
patient must first authenticate with a private key to obtain
the hash of the distributed file pointers before accessing
the actual file providing the distributed hash to the cloud
controller. Since the cloud storage pointer hash is saved in the
blockchain and then goes through a Tor anonymity network,
the security, immutability, integrity, and backup of the hash
is guaranteed. To improve secure storage, distributed (to
avoid the single point of access), a cryptographic P2P cloud
storage architecture such as StorJ, BigchainDB, or IPFS can
be adopted. Since the customer is at the center of ownership
for their therapeutic data stored in different autonomous and
private health institutions’ computer systems, they may share
data on-demand with any institution through the cryptographic
signature in the blockchain [Sreehari et al. (2017)].

7.2 Automobile insurance

Blockchain and car loT can connect consumers, service
providers, and others, with the help of a shared ledger of readily
available information. This will help auto insurers reduce the
risk of fraud. Second, with the help of smart contracts, claims
can be automated and processed more quickly. By creating
a consortium of automobile stakeholders, government
agencies, and so on, one can obtain all the information easily.
Moreover, insurance companies can use smart contracts
to issue automatic pay-outs to medical facilities and other
beneficiaries. Consumers increasingly want more control over
their specific coverage. A survey of life insurance consumers
indicated that 90 percent of buyers revealed a preference for
self-management of existing policies through digital channels
[Juniper (2017)].

8. ADVANTAGES OF THE PROPOSED SYSTEM

The proposed solution has a number of key advantages.
We believe that it can be used in many different areas and
sectors of the insurance industry. However, this is based on a
common regulatory requirement in some sectors. To take full
advantage of this system, we need to customize it based on
the sector of insurance and local regulatory considerations.
The performance of the system can vary by sector, but in
general, it should be more transparent and cost-efficient.
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8.1 Identity theft and cost savings

Key problems faced in the insurance industry are false claims,
fraud detection, and the time taken to validate each application.
Blockchain shows promises as a solution since it can serve
as a distributed register which has both internal and external
customer data. Once the personal information is entered in
the blockchain, the platform can automatically validate the
documents, such as address proof, medical reports, and so
on. This will not only speed up the entire process but at the
same time, it will reduce human intervention, thus minimizing
the probability of errors. Blockchain offers more efficient
data processing and reduction in fraud, thereby saving
an estimated 15-25 percent of expenses incurred during
the insurance process, potentially saving billions of dollars
[Insurance Journal (2018)]. In a blockchain, transactions are
time-stamped and immutable, so identities are secure, and
all data is far more trustworthy. This means that fraud is more
easily detected, which could have profound implications in
the insurance industry, where 65% of all fraudulent claims go
unnoticed. According to the Institute of International Finance,
some U.S.$60 hillion of fraudulent claims are submitted
annually in the U.S. and Europe alone, any meaningful
reduction would bring substantial benefits to insurers’ bottom
lines [Ralph (2017)].

8.2 XAl for automated customer support

Al-powered, customer-service chatbots can be better
equipped to meet the expectations of providing context-aware
customer support for a real-time touchpoint and customized
assistance while fulfilling a company’s need to cut costs. XAl
powered chatbots will further become more powerful as voice
recognition technology with an explanation of internal steps
improves, adding trust, lowering the cost, and shortening
the time of each insurance claim. XAl can also bring drone
technology to a new level of utility for insurers, such as in
hard-to-reach disaster areas to record loss and damages. XAl
can provide drones with increased computational abilities that
might allow them to spot a damage in an image that is not
apparent to the naked eye or to make on-the-spot decisions
about how to use the data they are capturing, potentially
speeding up the claims process. XAl can also analyze
crowdsourced spatio-temporal multimedia data to find event
details that will allow pinpointing and forensic analysis of the
actual cause of an event.
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8.3 loT for forensics and evidence

As more devices and objects are connected to the loT, the
amount of data that will be created and collected will increase
significantly. This data will be hugely valuable to insurers as
they look to develop more accurate actuarial models, or new
products such as usage-based insurance (UBI) models. In the
auto insurance market, for example, encrypted data gathered
about driving times and distances, acceleration and braking
patterns, and other behaviors can be used to identify high-risk
drivers, validate information included on applications, and give
consumers more control over their premiums. The challenge
in this future state, however, is not only how to manage the
sheer volume of data and logic related to insurance industry,
as thousands or millions of devices are communicating with
each other, but to also protect from ransomware or other
distributed denial of service (DDoS) attacks [Pan et al. (2018)].

Via blockchain, one can manage large, complex networks by
having the devices communicate with each other on a peer-
to-peer basis securely, instead of building an expensive data
center to handle the processing and storage load. Having
these devices manage themselves is significantly cheaper
than the data center model. For example, sensor-equipped
devices such as fitness wearables can measure a person’s
activity, diet, and vital signs. This can help health insurance
companies assess and predict health, which potentially means
fewer customer ailments and fewer claims. Telematics-based
car insurance, in which insurance rates are influenced by a
customer’s actual driving frequency and habits (e.g., reckless
versus safe), relies on loT sensors to supply the data for
analytics to help determine “good driver” rates. Smart home
monitoring systems enable homeowners to optimize security
and lower the risk of break-ins through loT-powered devices
such as connected doorbells, which activate motion detectors,
deploy night vision, and allow users to speak to persons at the
door from anywhere in the world.

8.4 A Decentralized insurance big
data repository

Afundamental problem across business sectors is the security
of the business and customer data. Traditional systems in use,
whether in the banking industry, insurance, or healthcare, have
significant weaknesses, providing possibilities for exposure
of data to third parties, as demonstrated by widely reported
breaches of consumers’ social media data (e.g., Facebook)
and insurance data. Blockchain emerges as a solution that can
circumvent key weaknesses in traditional platforms. Unlike
current systems, in blockchain, the data is not present at a
central location, thus making it safe and secure. Furthermore,
the information is encrypted, maintaining anonymity.
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8.5 Smart insurance contract

Blockchain supports “smart contracts,” which can automate
self-executing agreements that were largely theoretical
before blockchain existed. For instance, a life insurance smart
contract could immediately release funds to a beneficiary
upon the death of a policyholder through electronic checking
of death certificates. By dramatically reducing the need for
human involvement, claims processing is accelerated, errors
and delays are reduced, and improved service is delivered to
insurance customers in their greatest area of interest. This
will bring transparency in every transaction on the distributed
ledger. The aim is to transfer this logic to every possible
transaction in the future.

8.6 Client on-boarding

Every customer is required to verifying their identity with
the insurance company. Insurers and customers waste
a lot of time verifying their documents and identity. This
can be reduced with a blockchain platform that can talk to
other blockchain platforms to verify the identity of the user.
The records in the blockchain can be made available to
those who have permission to view the information. All the
user records are securely stored in the blockchain using
cryptographic techniques.

9. CONCLUSION

In this paper, we have addressed key efficiency and
transparency challenges in the global insurance industry. We
discussed technologies that can be used for the improvement
of current practices. Subsequently, we propose a technical
framework that can potentially be used to solve key problems.
Two of the most important elements of the claims process
are access to the data in real-time and providing a secure
and trusted platform for sharing insurance data. We propose
an loT-based 5G network for super-fast data sharing and the
use of blockchain for data sharing and maintaining security.
We have discussed key technologies that are important in
minimizing the aforesaid risks. Through the integration of XAl,
our proposed solution will not only reduce the operational
costs of insurance claims but also bring transparency to
this process. The proposed XAl-driven system will be able
to operate independently and should be able to calculate
adjustments via its own Al capacity. We believe that our
method can help to significantly build trust among insurance
customers and help to rebuild sustainability in the global
insurance industry.
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