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DEAR READER,



Welcome to the milestone 50th edition of the Capco Institute
Journal of Financial Transformation.

Launched in 2001, the Journal has covered topics which
have charted the evolution of the financial services sector
and recorded the fundamental transformation of the industry.
lts pages have been filled with invaluable insights covering
everything from risk, wealth, and pricing, to digitization, design
thinking, automation, and much more.

The Journal has also been privileged to include contributions
from some of the world’s foremost thinkers from academia
and the industry, including 20 Nobel Laureates, and over 200
senior financial executives and regulators, and has been co-
published with some of the most prestigious business schools
from around the world.

| am proud to celebrate reaching 50 editions of the Journal,
and today, the underlying principle of the Journal remains
unchanged: to deliver thinking to advance the field of applied
finance, looking forward to how we can meet the important
challenges of the future.

Data is playing a crucial role in informing decision-making
to drive financial institutions forward, and organizations are
unlocking hidden value through harvesting, analyzing and
managing their data. The papers in this edition demonstrate
a growing emphasis on this field, examining such topics as
machine learning and Al, regulatory compliance, program
implementation, and strategy.

As ever, you can expect the highest caliber of research and
practical guidance from our distinguished contributors, and
| trust that this will prove useful to your own thinking and
decision making. | look forward to sharing future editions of
the Journal with you.

Lance Levy, Gapco CEO



FOREWORD



Since the launch of the Journal of Financial Transformation
nearly 20 years ago, we have witnessed a global financial
crisis, the re-emergence of regulation as a dominant engine of
change, a monumental increase in computer processing power,
the emergence of the cloud and other disruptive technologies,
and a significant shift in consumer habits and expectations.

Throughout, there has been one constant: the immense volume
of data that financial services institutions accumulate through
their interactions with their clients and risk management
activities. Today, the scale, processing power and opportunities
to gather, analyze and deploy that data has grown beyond
all recognition.

That is why we are dedicating the 50th issue of the Journal
of Financial Transformation to the topic of data, which has the
power to change the financial industry just as profoundly over
the coming 20 years and 50 issues. The articles gathered
in this issue cover a broad spectrum of data-related topics,
ranging from the opportunities presented by data analytics to
enhance business performance to the challenges inherent in
wrestling with legacy information architectures. In many cases,
achieving the former is held back by shortcomings around the
quality of, and access to, data arising from the latter.

It is these twin pillars of opportunity and challenge that inform
the current inflection point at which the financial industry now
stands. Whilst there is opportunity to improve user experiences
through better customer segmentation or artificial intelligence,
for example, there are also fundamental challenges around
how organizations achieve this — and if they can, whether
they should.

The expanding field of data ethics will consume a great deal
of senior executive time as organizations find their feet as they
slowly progress forward into this new territory. In my view, it is
critical that organizations use this time wisely, and do not just
focus on short-term opportunities but rather ground themselves
in the practical challenges they face. Financial institutions must
invest in the core building blocks of data architecture and
management, so that as they innovate, they are not held back,
but set up for long-term success.

| hope that you enjoy reading this edition of the Journal and
that it helps you in your endeavours to tackle the challenges of
today’s data environment.

Guest Editor
Chris Probert, Partner, Capco



UNLOCKING VALUE THROUGH
DATALINEAGE

THADI MURALI | Principal Consultant, Capco
RISHI SANGHAVI | Senior Consultant, Capco
SANDEEP VISHNU | Partner, Capco’

ABSTRACT

Data and information lifecycle management challenges in a financial services organization (FSO) can be daunting, especially
when they relate to data security, integrity, or availability. Large FSOs recognize this and are willing to make investments
to address IT cyber risk, data management, and data governance, specifically when the payoff is clearly articulated. In a
world of big data, current techniques for information risk and control assessment fall woefully short as they do not provide
adequate visibility around data nor do they assist the business in decision making. Data lineage can fill this gap. Thus far,
data lineage has largely been directed towards regulatory initiatives focused on risk and finance. However, the broader
business use of data lineage is relatively unexplored, in part due to a lack of industry standards or methodologies to guide
organizations to realize the full potential of data lineage. This article explores how data lineage standards and patterns can
drive substantial value beyond regulatory compliance by holistically considering control optimization and cost reduction.

1. INTRODUCTION

Banks have always held vast amounts of data inside of their
organizations, however, with the recent exponential growth in
data volume, velocity, variety, and veracity, efficient usage and
governance of data has become a critical success factor and
a source of competitive advantage for financial institutions.
The ability to identify, monitor, interpret, and extract value
from data is something that many organizations have
historically struggled to achieve, mostly due to poor tracking
of data across the enterprise. Data lineage serves as a tool
to track data from origination, through transformation(s),
and ultimately to consumption. Financial institutions have
an opportunity to provide major value to their organizations
by using data lineage to provide benefits along three
dimensions: (1) regulatory compliance, (2) control optimization,
and (3) cost reduction.

2. WHY DATA LINEAGE?

To understand how data lineage is useful, it is important to
acknowledge the obvious: that data in a large organization is
not held in a single repository but flows across many systems
and databases. As this proliferation happens there is a risk
to data quality, security, and availability. For example, those
familiar with the “telephone game”, know that despite best
intentions, the original message from the first person (e.g.,
“The sky is blue.”) changes to something completely different
when it ends with the last person (e.g., “Disguises Boo”)
(Figure 1). This is the same with information — data can get
compromised every time it goes to a new system or database
or there is a hand-off between systems. This can occur even
when there is no malicious intent on the part of the users of the
systems. If there is malicious intent, the risk is exponentially
higher. In such situations, data lineage has an even greater
role as it provides the traceability needed to mitigate risks with
appropriate controls.

' The authors would like to thank Mayssam Jahansoozan, Consultant, Capco, Tyler West, Associate Consultant, Capco, and Clara Steiner, Associate Consultant,

Capco for their contributions to this article.
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Figure 1: Analogy between “telephone game” and enterprise data movement
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3. TRADITIONAL DATA LINEAGE
AND CHALLENGES

Data lineage rose to prominence due to regulatory
requirements after the financial crisis, when regulators
required evidence to substantiate that the Comprehensive
Capital Analysis and Review (CCAR) stress-test reporting for
banks was accurate. Other regulations that followed, like BCBS
239 (the Basel Committee on Banking Supervision’s principles
of risk data aggregation), reinforced the need for sound data
lineage. BCBS 239 guidelines are designed to improve data
aggregation, accountability, and reporting across financial
markets. Since then, regulations, such as Markets in Financial
Instruments Directive Il (MiFID 1), General Data Protection
Regulation (GDPR), Fundamental Review of the Trading Book
(FRTB), FDIC 370, and others all require financial institutions
to implement data lineage procedures to demonstrate the
reliability of their reporting.

However, currently data lineage is underutilized — it largely
focuses on the mechanical movement of data and less on its
contextual flow. Additionally, it is often targeted towards an IT
audience. Most financial institutions use data lineage to map
technical data, which typically consists of tables and columns.
Programmers then use the mapping to update their software
code. In applying this traditional approach to data lineage,
businesses are missing out on the full potential that can be
realized through the insights provided by having clarity on data
movement and transformation. For example, in a bank, team
members decided to explore payment transactions to come
up with rules to prevent fraud crimes. When project managers
included data lineage details, such as who owns and accesses
the data, why and how the data is transformed, it provided

39/

additional insight that helped mitigate payment fraud risk. By
understanding the data lineage, the right preventative controls
were developed to address vulnerable areas. Furthermore,
the bank also reduced the time and effort on transaction
monitoring, as they concluded that preventative controls from
lineage were more effective.

For data lineage to be meaningful for business purposes
beyond regulatory compliance, traditional lineage needs to
expand from just the what and where to address the following
dimensions: who, what, where, when, why, and how. Having
industry standards or accepted practices would help provide
a structure for capturing this list of dimensions and drive
business value.

4. THREE STANDARDS TO MAKE
LINEAGE USEFUL

Many FSOs have a vastly scattered data landscape. A big
challenge for organizations that want to use data lineage is
that there are no standards on how to depict data lineage.
There exist large differences in representation of lineage, from
spaghetti diagrams, which are overwhelming to a business
audience, to process diagrams that often leave out data, and
to technical representations of architecture and infrastructure
that obfuscate nuances of transformation.

There are three critical guiding principles to make data lineage
useful and standardized: (1) make it business friendly, (2)
highlight context and ownership of data, and (3) show how
data is transformed and used. The standardization of these
three principles is explored in greater detail below.
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Figure 2: Standard 1 — make it business friendly
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The first step is making it friendly to business. This can be
done by ensuring readability and enhancing understandability.
[t includes using business-centric nomenclature and taxonomy
as well as presenting data in easy to consume forms and
applications. Figure 2 shows that a left to right read with
business terms to define a data element and using domains
that group related data elements can enable this. It is also
important with data lineage to show only those elements that
are critical to the output, or would impact the quality of the
output, if compromised. These are typically referred to as
‘critical data elements’ (CDEs) or ‘key data elements’ (KDEs).

Understanding the context of data and who owns the data
are vital to setting up standardized data lineage (Figure 3).
Organizations need to start by determining the connections
that show who owns the process, the application, and, at a
finite level, the data element. Given the size and complexity of
a financial institution, this can be an enormous undertaking.
Taking a top-down approach by division, process, application,
data element, and critical data element creates a route to drill
through to business terms from the subject area; the goal is
to present data in ways that organizations can understand and
use. Once the data ownership structure has been established,
the enterprise can begin to align the process and create a
visual diagram of data lineage.

To fully grasp how a process is aligned, each step needs to be
documented from beginning to end across all the divisions it
touches. Visualizing the process by looking at the connections
that show application ownership, process ownership,
data quality, automated or manual processes, data usage,

access request, and the number of outstanding data issues
can help drive improvements, identify risk, and strengthen
process governance. This visualization is created by defining
the different types of ownership, including role of subject
matter experts, managing the changes in, and versions of,
data lineage diagrams, and incorporating commentary from
appropriate stakeholders into the diagram. Once each step
is documented and unique data elements are identified and
validated by the subject matter experts, the organization will
have clarity on who owns each step of the process and what
data elements are associated with that step. Consequently, the
enterprise will be able to leverage process diagrams to help
better understand what happens to the data.

It is essential to know how data is moving, not just where
it is coming from and going to — by determining the who,
what, when, where and how, we can answer questions related
to risks and if they can be improved (Figure 4). Financial
institutions will better understand what type of controls are
needed around the critical data element based on the type
of action that is performed on the data element and how the
data element is acted upon — manually or system updated/
created or copied.

5. PATTERNS FOR COST AND
PROCESS OPTIMIZATION

Using data lineage, financial institutions can easily visualize
the flow of data through systems and their applications. By
doing so, it becomes possible to recognize distinct patterns,
good and bad, that exist within an organization’s data. When

Figure 5: Pattern 1 — using data lineage to remove redundancy

BUSINESS AREA SALES CUSTOMER SERVICE
PROCESS MAP SETUP ACCOUNT ENTER LOAN AMOUNT
DATA LINEAGE Application 1 Application 4

PAYEE _‘ PAYMENT ?

OPERATIONS TREASURY
APPROVE PAYMENT PROCESS PAYMENT
Application 5 Application 6

PAYMENT N PAYMENT
PAYEE PAYEE

Application 2

]

PAYEE

Application 3

PAYEE

"Applications 1, 2,
and 3 are doing the
same thing — two
of them may be
redundant, major cost
saving opportunity.

a/

« By aligning business area, process, and application,@
we can see which processes use which applications.

« If multiple applications are used for the same
process, it is usually a sign of redundancy.

« Optimization can be achieved by extending the
functionality of one of the applications.
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Figure 6: Pattern 2 — using data lineage to identify automation opportunities
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Legend
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Copied
System generated

examining the travel of data closely, organizations can use
lineage to unearth insights into their data, which would
otherwise be difficult to identify.

With data lineage, organizations have an opportunity to
optimize cost and processes by minimizing repetition and
redundancy within their systems.

In Figure 5, “account setup” represents a process, where
an organization has three separate applications performing
only one function. Whenever data is handled by multiple
applications for the same task, it should serve as a red flag
for the organization. This kind of pattern occurs often in
organizations undergoing rapid growth through mergers and
acquisitions or from new products and services.

Without data lineage, many organizations will miss out
on identifying inefficiency, allowing waste to persist due
to improper data visualization and lack of insight into
applications. With data lineage, organizations can clearly align
“business area”, “process”, and “applications” using visual
diagrams that create a holistic picture of data management
across the enterprise. Once a redundancy in data processes is
discovered, organizations can rapidly eliminate the associated
waste by enhancing one application to achieve all closely
related functions and retiring the others. Data lineage provides
the ability to visualize data usage, highlight inefficiencies of
redundancy and repetition, and reduce cost.

In Figure 6, two data elements within application 2 — “fees
and loan amount” — are bolded to show that they are derived
from calculations based on the data element “Principal”. In
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2 PAYEE
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this example, fees are a percentage of the “principal and
loan amount” is the sum of “principal and fees”. However, the
data lineage shows that these data elements are calculated
elsewhere and entered into the system manually. When data
is entered manually, organizations are more susceptible to
inaccuracies resulting from human error in calculation or
data entry. With data lineage, organizations can delineate
which processes are handled manually and which through
automation. Where processes are handled manually,
organizations have the opportunity to automate, thereby
reducing the risk of error and improving efficiency.

6. PATTERNS FOR RISK MANAGEMENT

Determining where to implement controls within a given data
supply chain is crucial for maintaining data quality or integrity.
Two significant types of controls are used for maintaining the
quality of the data. The first type of control is an accuracy
control, which is best implemented at the system of origin or
the system where data is first created or entered. The second
type of control is a consistency control, which supports and
maintains the accuracy of the data throughout the entire
data supply chain. The recommended implementation of
the consistency or a reconciliation control is in downstream
applications — i.e., downstream from the system of origin.
These two controls, when effectively maintained, will reduce
inefficiency and duplicative controls, thereby improving data
quality across the lineage.

Figure 7 shows three examples, two of which have
implemented controls correctly and a third where controls
have been implemented incorrectly. However, organizations
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Figure 7: Pattern 3 — using data lineage for designing better quality controls
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Figure 8: Pattern 4 — using data lineage for designing better security controls
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often follow Example 3 and unnecessarily build multiple on controls. Organizations that have healthy security controls
accuracy controls in downstream systems. A classic example in place reduce cyber risk and protect data as it moves across
is a downstream system like a data warehouse or a data the enterprise.

lake where accuracy controls are built instead of consistency

controls. This causes data in the data warehouse to be different 7. CONCLUSION

from the system of origin, thereby creating a maintenance
nightmare and leading to increases in cost. Data lineage will
help point the right application for accuracy controls and the
right application for consistency controls. If controls have been
already implemented, it will highlight the redundancy allowing
the organization to optimize on controls and save costs.

Data lineage will continue to evolve; however, its power
in helping organizations think about their data, control
frameworks, and process optimization, is still to be fully
realized. Financial institutions that can successfully leverage
data lineage will drive value through cost reduction by removing
redundancy and unnecessary manual processing, while
Within an organization, as the data flows from one application simultaneously mitigating risk related to data quality, integrity,
to the next, there is an inherent security risk. The applications and security through better controls. Adopting standards and

that have the most vulnerability are the ones that are external infusing contextual content will facilitate business-friendly
facing or vendor hosted. As shown in Figure 8, data lineage ~ implementation of lineage and spur adoption. In today’s world
can highlight applications that are externally facing, vendor- of “big data”, lineage provides quantifiable business value for

hosted, or end-user applications. In doing so, data lineage organizations in their journey towards harnessing data as a
can be used to highlight security risks which in turn inform source of competitive advantage.
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