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D E A R  R E A D E R ,



Welcome to edition 55 of the Capco Institute Journal of Financial 
Transformation. Our central theme is cloud computing, which 
has transformed from an ef� ciency initiative for our clients, to 
an indispensable growth driver for � nancial services. 

The pandemic has changed consumer expectations, with 
consumers now demanding 24/7 access to their � nancial 
resources from anywhere, as well as hyper-personalized 
products that re� ect their lifestyle choices. 

In this edition of the Journal, we explore the power of cloud 
and its potential applications through the lens of a joint Capco 
and Wipro global study, and take a deeper look at the � nancial 
services data collected in Wipro FullStride Cloud Services’ 
2021 Global Survey. The survey was focused on perceptions 
of cloud and its importance to business strategy from 
over 1,300 C-level executives and key decision-makers across 
11 industries. 

The study indicates that cloud is becoming ever more intelligent, 
hyperconnected, and pervasive, and enables companies to 
offer their end users the personalized, user-centric experience 
that they have come to expect. It’s clear that only the � nancial 
services � rms that can successfully leverage cloud, will thrive. 

In addition, this edition of the Journal examines important 
topics around digital assets and decentralized � nance, 
including central bank digital currencies, and bitcoin’s impact 
on the environment, and cybersecurity and resilience.

As ever, you can expect the highest calibre of research and 
practical guidance from our distinguished contributors, and I 
trust that this will prove useful in informing your own thinking 
and decision-making. 

Thank you to all our contributors and thank you for reading. I 
look forward to sharing future editions of the Journal with you.

 

Lance Levy, Capco CEO
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1.1 What is money?

Money is:

1) a unit of account
2) a medium of exchange, and
3) widely acceptable as a form of payment.

To be useful, money should also be fungible, dif� cult to 
counterfeit, and easily transportable. Cryptocurrencies fail to 
meet most of these criteria. For example, cryptocurrencies 
are not a good medium of exchange because commercial 
banks in the U.S. and China are not allowed to accept them as 
deposits or execute transactions that involve cryptocurrencies. 
U.S. banks can allow their depositors to store cryptocurrencies 
in the bank’s safe deposit box for rental fees, the same way 
a bank might allow depositors to store gold or silver in its 
safe deposit box. The Federal Reserve treats silver, gold, 
and cryptocurrencies as illiquid commodities, not as money 
[Vigna 2019b)].

ABSTRACT
In 2021 Gary Gensler, Chairman of the Securities and Exchange Commission, called cryptocurrency markets the “Wild 
West” and said they are rife with “fraud, scams, and abuse” [Talley and Volz (2021), Kiernan (2021), CBS News (2021)]. 
One of the main reasons they cause so many problems is that the U.S. has no laws governing cryptocurrencies. Since 
cryptocurrencies do not conform to the legal de� nition of securities, the existing U.S. securities laws do not apply to them. 
As a result, a complicated multi-billion dollar lawless industry has sprung up in the U.S. in recent decades.

THE EVILS 
OF CRYPTOCURRENCIES

1. INTRODUCTION 

Berensten and Schar (2018a) prepared an introduction to 
cryptocurrencies, which are often called cryptos or digital 
currencies. Over 10,000 cryptocurrencies were listed on the 
CoinMarketCap.com website in 2022, and that number keeps 
increasing. Speculators, investors, and criminals that seek 
to operate con� dentially are attracted to cryptocurrencies.1 
Cryptocurrencies are also of interest to central bankers because 
some people use them as if they were money. In 2021, Gary 
Gensler, Chairman of the SEC, called cryptocurrency markets 
the “Wild West” and said they are rife with “fraud, scams, 
and abuse” [Talley and Volz (2021), Kiernan (2021), CBS 
News (2021)]. Popper (2019) reports other cryptocurrency 
problems. One concern with cryptocurrencies that continues 
to arise is: are cryptocurrencies money?

1  For more about the criminal activities see Lahart and Demos (2021), Osipovich (2021), Vigna (2019b), Popper (2019), Vigna and Jeonmg (2019), Hirtenstein 
(2021), Talley and Volz (2021), Yaffe-Bellany (2022b), and others.
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The U.S. dollar, British pound, the euro, and Japanese 
yen are established � at currencies that are not backed by 
any collateral. Fiat money has value because a sovereign 
government declares it to be legal tender that can be used to 
make full and � nal payment of legal debts. The only currency 
the U.S. government has designated to be legal tender is the 
U.S. dollar. Cryptocurrencies are not quali� ed to be used as a 
� at currency in the U.S. and, thus, no cryptocurrency should 
be called U.S. money. This does not mean that other nation’s 
governments, such as El Salvador in 2021, cannot designate 
cryptocurrencies to be legal tender in their country.

1.2 Virtual currencies 

In 2012, the European Central Bank de� ned a virtual currency 
to be an unregulated, digital money that is issued and controlled 
by its developers. In other words, virtual currencies are used 
and accepted among the members of a virtual community. In 
2013, the U.S. Treasury Department stipulated that a virtual 
currency is something that operates like a currency in some 
environments but does not have all the attributes of a real 
currency. These de� nitions both describe cryptocurrencies. 
Some writers have discouraged the U.S. from using 
cryptocurrencies [Hirtenstein (2021)]. Nevertheless, many 
private individuals invest in cryptocurrencies in the U.S.

2. BITCOINS 

Satoshi Nakamoto introduced the � rst cryptocurrency in the 
world, bitcoin, in 2009.2 

2.1 Characteristics of bitcoins 

Brokers, traders, and exchanges wishing to trade bitcoins 
will � nd them listed and traded at approximately 300 
cryptocurrency dealers in the U.S. In addition, the Chicago 
Mercantile Exchange (CME) and the Chicago Board of Options 
Exchange (CBOE) started selling bitcoin futures and options 
in 2017. Furthermore, a number of � nancial executives 
want to create and distribute exchange traded funds (ETFs) 
to introduce amateur investors to crypto assets. Financial 
regulators are reluctant to legitimize cryptocurrencies because 
most of them have serious issues [as discussed by Osipovich 
(2019) and Vigna (2019a, b), for example].

Several � nancial economists have noted that a major 
complaint against cryptocurrencies is that their market prices 
� uctuate randomly and sometimes excessively [Jain et al. 
(2021), Hu et al. (2019)]. For instance, the real sector of 
the U.S. economy experienced a two-month mini-recession 
spanning February and March of 2020. Figure 1 shows that 
the prices of bitcoins acknowledged this mini-recession by 
experiencing only one single once-and-for-all price drop from 
March 11th to March 12th. Furthermore, from February 2021 

2  Nakamoto (2009) introduced bitcoins and the blockchain database.

Source: Federal Reserve Economic Database
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through February 2022 bitcoin prices rose to peak prices 
and then fell drastically twice for no apparent reason. As 
various researchers have suggested, it appears that bitcoin 
prices � uctuate randomly rather than � uctuate closely with 
(are highly positively correlated with) business activity in 
the U.S. In addition, Grif� n and Shams (2020), Kroeger and 
Sarkar (2017), and Makorov and Schoar (2021), also reported 
that bitcoin prices sometimes generate pro� table arbitrage 
opportunities by simultaneously trading at different prices in 
different markets. Thus, the markets in which cryptocurrencies 
are traded are not highly ef� cient.

Howell et al. (2019) investigated another common problem 
that plagues cryptocurrency buyers; their new investment 
becomes illiquid not long after it is introduced at its initial coin 
offering (ICO). Numerous issues of cryptocurrencies appreciate 
in the � rst few days after their ICO, but after a few months 
buyers can no longer be found. Since most cryptocurrencies 
have no assets, income, or collateral, rational buyers lose 
interest quickly.

2.2. The Bitcoin blockchain

Bitcoin is an international decentralized digital virtual currency 
that works without a central bank, � nancial intermediary, or 
other third party to handle its transactions. Every transaction is 
veri� ed in an electronic network of nodes using cryptographic 
records that are maintained in a publicly distributed electronic 
ledger called the Bitcoin blockchain. The Bitcoin blockchain 
is shared, replicated, and re-� nalized every time a bitcoin 
transaction occurs; this process results in what bitcoin users 
like to call a “continuous consensus” among the blockchain 
users. This “continuous consensus” does not prevent millions 
of other people, the U.S. government, and the Chinese federal 
government from disapproving of the use of bitcoins and 
other cryptocurrencies.

Bitcoin computer technicians called miners compete to 
validate every bitcoin transaction. Miners are paid 6.25 
new bitcoins for the proof of work they provide by verifying 
transactions in the Bitcoin blockchain. In addition to 6.25 
bitcoins for their proof of work, the miners can also receive a 
negotiated “transaction fee” from the bitcoin buyer [it should 
be noted that the blockchain itself has value apart from bitcoin, 
see Francis (2019)].

A problem with the Bitcoin blockchain is that it can handle a 
maximum of only about seven transactions per second. No 
cryptocurrency comes close to the 50,000 transactions per 
second that VISA credit card handles routinely. This scaling 
problem poses one of the fundamental limitations on the 
growth of cryptocurrencies [Andolfano (2018), Vigna (2018a)].

2.3 Halving 

When bitcoins were created in 2009, Satoshi Nakamoto 
stipulated that a total of no more than 21 million bitcoins could 
ever be issued [Nakamoto (2009)]. Also in 2009, Satoshi 
Nakamoto declared that each time another 210,000 blocks of 
bitcoin were mined, the block reward given to bitcoin miners 
for validating transactions would be cut in half. These halvings 
took place in 2013, 2017, and 2021 – about every four years. 
Each halving is signi� cant because it marks a signi� cant drop 
in the total remaining supply of bitcoins. On May 11, 2021, 
after halving reduced the block reward to 6.25 bitcoins, 
approximately 18,715,050 million bitcoins had been released 
into circulation. Thus, on May 11, 2020, only about 2,284,950 
million bitcoins remained to become future mining rewards.

When the number of unissued bitcoins falls to zero, if all the 
owners of bitcoins in existence can agree, it is theoretically 
possible to renegotiate a new bitcoin mining protocol. But, 
perhaps, it will be quicker, cheaper, and easier for bitcoin 
owners to abandon bitcoin and shift their activities to a more 
user-friendly investment. This potential internal problem is 
evidence that the oldest and most popular cryptocurrency in 
the world is built on a shaky foundation.

2.4 Competing cryptocurrencies 

Every cryptocurrency is a decentralized autonomous 
organization (DAO). Each cryptocurrency’s DAO operates 
according to the rules written into the computer program that 
handles its transactions.3 The different DAOs are designed to 
compete against each other in order to maintain and augment 
their customer list. About half the DAOs traded in the U.S. are 
bitcoins; no other cryptocurrency is as popular as bitcoin.

A cryptocurrency named Ethereum has a DAO that handles 
“smart contracts”. The smart contract permits transactions to 
advance in Ethereum only after certain conditions are ful� lled. 
Decisions made by Ethereum buyers can generate different 

3  Decentralized fi nance (DeFi) applications permit users to lend, borrow, earn interest, trade assets, and perform other transactions with various 
decentralized autonomous organizations (DAOs). See Vigna (2021a) and Hirtenstein (2021). DeFi is a newer, more complex system than cryptocurrencies 
[Economist (2021c)].
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price paths for the cryptocurrency. Ethereum was launched in 
2015; it is a system that resembles Bitcoin in two respects. 
First, Ethereum has its own unique blockchain. Second, it has 
miners that create Ethereum’s cryptocurrency, which is called 

ether. Ethereum’s blockchain miners are paid in ethers.

Ethereum is more complicated than bitcoin. For example, 
when a shipment of widgets is delivered, the recipient can be 
noti� ed. This noti� cation of arrival can activate the recipient’s 
(widget buyer’s) computer to send the appropriate payment 
to the widget seller. Most older computer systems were less 
� exible, they could only communicate simpler messages 
between the members of their uniquely established list of 
counterparties. In contrast, Ethereum allows new and different 
counterparties in its blockchain to transact. Furthermore, 
Ethereum permits unrelated parties to interact. Ethereum 
can also transfer money between wallets after a speci� c 
event is completed. This additional � exibility can result in new 
business transactions. The market capitalization of Bitcoin 
greatly exceeds that of Ethereum, but at this time the volume 
of transactions at Ethereum is increasing more rapidly than 
the growth in Bitcoin. Ethereum has become central in the 
budding � eld of decentralized � nance (DeFi), where smart 
contracts make sophisticated decisions, such as whether or 
not to make a loan without the aid of a human decision-maker 

[Economist (2021a)]. 

Ripple XRP is a blockchain-based digital payment network 
that has its own cryptocurrency, named XRP. Instead 
of using blockchain mining, Ripple uses a consensus-
gaining mechanism installed in a group of bank-owned 
servers to con� rm transactions between the bank’s clients. 
Ripple provides a system for making direct transfers of 

� nancial assets. 

Binance Coin, Cardano, Dogecoin, Litecoin, Tron, Monero, 
NEO, and IOTA are other cryptocurrencies that are currently 
traded actively. As mentioned above, all are signi� cantly less 

popular than bitcoin and ether.

3. CRYPTOCURRENCY MARKETS 

The price of a bitcoin went from a penny for a single coin 
in 2009 to over U.S.$68,000 per coin in November 2021. 
Gains like these stimulate interest from buyers who have 
FOMO (fear of missing out). But bitcoin’s price does not always 
rise smoothly. Unfortunately, bitcoin’s price fell rapidly from 
U.S.$68,000 in November 2021 to U.S.$35,000 in January 
2022. During that period the number of bitcoin trades per day 

ranged from a high of 56 million per day when bitcoin’s price 
was near U.S.$68,000 to a low of around 21 million per day 
when bitcoin’s price was down to U.S.$35,000 in January 
2022. In spite of these wild gyrations, the market for bitcoins 
is � ourishing [Easley et al. (2019)]. Bitcoin is the oldest and by 
far the most frequently traded cryptocurrency in the U.S., it 
is listed and traded at many cryptocurrency exchanges. 
Some of the most noteworthy cryptocurrency exchanges are 
discussed below.

3.1 Cryptocurrency exchanges

Some of the most noteworthy cryptocurrency exchanges are:

Binance: the largest cryptocurrency exchange in the world 
is named Binance. The founder of Binance, Changpeng Zhao, 
says this international company has no headquarters of� ce 
because, in his opinion, having a corporate headquarters is 
“an antiquated concept.” Unfortunately, for those who have 
a problem with Binance, this ambiguity could complicate 
settling their claim [Ostroff et al. (2022), Kowsmann and 
Ostroff (2021)].

Gemini: as discussed later, the Gemini Trust is a candidate 
to be the most ethical cryptocurrency exchange in the world. 
Gemini is a small operation in New York City that was founded 
and managed by identical twins named Cameron and Tyler 
Winklevoss. The brothers sued Mark Zuckerberg, founder of 
Facebook, in 2004, claiming he stole their ConnectU idea to 
create the popular social networking site Facebook.

Coinbase: on April 14, 2021, the Coinbase Exchange became 
the � rst cryptocurrency exchange in the U.S. to have its shares 
listed on NASDAQ (ticker: COIN). Shares in Coinbase began 
trading at U.S.$328 per share, but that price was reduced to 
U.S.$274 by May 4, 2021, as investors investigated Coinbase. 
First, the founder of Coinbase and one of his executives were 
inappropriately assigned to be on the corporation’s internal 
Audit Committee [Eaglesham (2021)]. In other words, the 
managers were auditing themselves. Second, some Coinbase 
investors reported unfair losses and at least one � led fraud 
charges against the exchange [Browning (2021)].

The Coinbase Exchange typically charges its retail traders 
several transactions fees. If you buy U.S.$1,000 worth of a 
cryptocurrency in the U.S., for instance, you will pay a � at fee 
of 2.99 percent, or $29.90. In addition, Coinbase adds a fee 
of one-half of one percent to the transaction to bring the sub-
total to 3.49 percent, or U.S.$34.90. Furthermore, if you pay 
with a credit card a one percent fee, or U.S.$10 will be added 
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to bring the total fee to 4.49 percent, or U.S.$44.90. If you 
both buy and sell a cryptocurrency, Coinbase will double the 
one-way fee to U.S.$89.80 for your “round-trip” transaction. 
These transaction fees are much higher than the NYSE’s fees 
for trading shares of stock, but lower than the small, privately 
owned cryptocurrency dealers would charge.

Other centralized cryptocurrency exchanges: BlockFi, 
Crypto.com, eToro, Kraken, and Robinhood Crypto are the 
names of other large cryptocurrency exchanges in the 
U.S. In 2020, these centralized cryptocurrency exchanges 
began facing new competition from the � rst decentralized 
cryptocurrency exchange. 

DEXs emerge: decentralized cryptocurrency exchanges are 
often called DEXs. Decentralized exchanges enable users to 
buy and sell cryptocurrencies without the aid of a commission-
hungry broker acting as their middleman. The crypto buyer 
and seller begin to transact by simply connecting their crypto 
wallets to a DEX, which temporarily acts as their middleman. 
Then the traders select the crypto they want to trade and 
enter the amount they wish to transact. The DEX endeavors 
to bring together two like-minded traders to consummate 
the transaction. 

Uniswap: the � rst DEX is named Uniswap, it was created in 
2020 by 27-year-old Hayden Adams while he was between 
jobs [Osipovich (2021a)]. Uniswap provides a way for 
computers to talk to each other. No central bank or other third 
party decides who will be allowed to trade or what tokens 
may be traded. Furthermore, DEXs do not require their traders 
to give their digital tokens to the DEX before they can trade. 
Traders � nd this last feature appealing because they worry 
about losing their digital tokens when they trade through the 
system of loosely managed private cryptocurrency exchanges 
used by many traders. Coinbase sometimes uses a DEX to act 
as an interface with public cryptocurrency traders.

Coinbase provides user-friendly websites but, behind the 
scenes, Uniswap sometimes performs the trading for some 
cryptocurrency dealers [Vuillemey (2020)].

3.2 Large central banks

The Federal Reserve, or, the Fed, is the monetary authority 
for the U.S. It controls the U.S. money supply, interest rates, 
in� ation, and the credit markets. The Fed also routinely clears 
thousands of checks per day from banks around the world. 
These checks are all cleared through the Federal Reserve 
Bank of Cleveland.

The Fed does not allow any U.S. banks to accept deposits or 
execute transactions involving silver, gold, cryptocurrencies, 
or any other commodities. As explained above, the Federal 
Reserve treats silver, gold, and cryptocurrencies as illiquid 
commodities, not as a type of money. In October 2021, 
the Fed did permit MasterCard credit card company and a 
Georgia-based digital wallet company named Bakkt Holdings 
Inc. to join forces to create a cryptocurrency credit card in the 
U.S. [Andriotis (2021)].

The Peoples Bank of China (PBOC) is the Chinese 
government’s monetary authority. In 2021, the PBOC 
outlawed all cryptocurrencies and any activities related to 
cryptocurrencies. Most businesses in the U.S. and China 
will not accept cryptocurrencies as payment. The Russian 
government has opposed cryptocurrencies for years, saying 
it could be used in money laundering or to � nance terrorism. 
The Russian government gave cryptocurrencies legal status 
in 2020 but banned their use for payments. It is dif� cult to 
see how cryptocurrencies will ever become as liquid as some 
suggest as long as large industrialized nations like the U.S., 
China, and Russia continue to place crippling restrictions on 
their transactions.

4. THE HISTORY OF STABLECOINS 

Stablecoins are cryptocurrencies with prices that are 
pegged to a cryptocurrency, � at money, or to an exchange 
traded commodity like silver or gold. The advantage of these 
asset-backed cryptocurrencies is that the stablecoin prices 
are stabilized by their connections to assets that have 
prices which � uctuate outside of the cryptocurrency space. 
These uncorrelated connections are supposed to reduce 
the � nancial risk of the stablecoins. The disadvantage of 
stablecoins is that their underlying collateral is typically 
inadequate or simply nonexistent. 

The � rst stablecoin in the U.S., nubits, was introduced in 
2014. Initially, Nubits (ticker: NBT) was considered safe and its 
prices hardly � uctuated. People thought every nubits was safe 
because stories and advertisements said every nubits was 
fully collateralized by one U.S. dollar. Unfortunately, a reputable 
audit never veri� ed that nubits had any collateral. As a result, 
investors’ trust faded away and a nubits with a face value of 
one U.S. dollar was selling for 32 cents in early 2022. 
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If a cryptocurrency has a U.S. dollar backing that can be 
authenticated by a respectable auditor, that cryptocurrency will 
have a market price that � uctuates in a narrow range around the 
value of its collateral. But, if the existence of a cryptocurrency’s 
collateral cannot be con� rmed, then the collateral backing is 
questionable, and the cryptocurrency’s market price will 
� uctuate towards zero. Almost all cryptocurrencies that were 
ever introduced in the U.S. and are not still actively traded 
today have market values of zero. This worthless and inactive 
segment of the population of cryptocurrencies equals the vast 
majority of all U.S. cryptocurrencies. 

Not all collateralized cryptocurrencies are backed by U.S. 
dollars. Some claim to be backed by other � at monies, actively 
traded commodities like gold or silver, cryptocurrencies, or 
ingenious computer software that is claimed to promote the 
price of the stablecoin.

4.1 Tether 

Tether (ticker: USDT) is the most popular blockchain-
based stablecoin. Tether’s initial coin offering (ICO) was a 
crowdfunding issue of tokens that was managed by its issuer, 
Tether Limited. Tether Limited claimed that every tether token 
was backed by one U.S. dollar [Ackermann et al. (2020)]. At 
the same time, Tether Limited announced that tether buyers 
had no contractual rights to their underlying collateral of U.S. 
dollars. Surprisingly, this latter declaration did not cause the 
initial market price of tethers to plunge below U.S.$1. The 
market price of tethers remained very close to U.S.$1 for 
about a year after they were issued. But, in 2016 the market 
price of the tether began to wobble. More recently tether’s 
market price � uctuated between U.S.$1.06 and 92 cents 
[Lyons and Viswanath-Natraj (2020)]. Tether Limited could 
have probably kept the market price of the stablecoin closer to 
U.S.$1 if it had opened its books to a public audit that veri� ed 
Tether was fully collateralized by the promised number of U.S. 
dollars. Tether Limited provided no such public assurance. 
To make the situation more tenuous, in March 2019 Tether 
Limited announced that it was expanding tether’s collateral 
beyond the U.S. dollar to also include loans to af� liate 
companies, a much riskier type of collateral than the U.S. 
dollar. Furthermore, on April 30, 2019, the cryptocurrency 
market was disappointed when Tether Limited announced that 
each tether was backed by only 74 cents in cash and cash 
equivalents, less than was promised at Tether’s ICO. In other 

words, if Tether went bankrupt when it was backed by only 
74 cents worth of U.S. dollars, the tether owner could expect 
to receive less than 74 cents for each tether.4 Investing in 
tether is obviously much riskier than investing in U.S. dollars.

Law-abiding, risk-averse businesspeople have little incentive 
to buy tethers or other stablecoins. The features that motivate 
people to buy stablecoins are the absence of binding laws, the 
absence of records, and the complete lack of transparency that 
exists throughout the stablecoin market. As a result of these 
features, the so-called “privacy” that exists throughout the 
cryptocurrency markets makes them a particularly attractive 
place for swindlers and criminals to conduct business. In an 
early attempt toward regulation, in October 2021, the U.S. 
Commodity Futures Trading Commission (CFTC) � ned Tether 
U.S.$41 million for misrepresenting itself to be fully backed 
by assets during 2016 and 2019.5 Since SEC Chairman Gary 
Gensler stated publicly in 2021 that the U.S. cryptocurrency 
markets are rife with “fraud, scams, and abuse” [CBS News 
(2021), Talley and Volz (2021), Kiernan (2021)], the likelihood 
that the SEC will issue similar � nes in the future increased.

4.2 Problems with Tether

An additional problem for Tether Limited occurred in 2018-
2019. Two different cryptocurrency exchanges named Bit� nex 
and Tether Limited were both owned and operated by iFinex Inc. 
Although tether was issued in the U.S., iFinex is headquartered 
in Hong Kong and registered in the British Virgin Islands. Many 
people were confused by these complicated international 
arrangements. In 2019, the New York Attorney General’s of� ce 
alleged that in mid-2018 Bit� nex lost U.S.$850 million and 
secretly used funds taken from Tether to cover the resulting 
shortfall. This well-documented allegation further tainted 
Tether’s reputation [Grif� n and Shams (2019) Vigna (2019a), 
Ostroff (2021), Michaels (2021)]. Customers' money has been 
stolen or lost in several incidents and, as a result, like the 
other uncollateralized cryptocurrencies, Bit� nex, Tether, and 
iFinex have never been permitted to transact with any U.S. 
commercial bank.

While Tether Limited’s reputation is not spotless, tethers have 
much better collateral than uncollateralized cryptocurrencies 
like bitcoin and ether. In spite of anything they might advertise, 
most, or all, of the uncollateralized cryptocurrencies in the U.S. 
have zero collateral. It appears that the founders of thousands 
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4  In February 2021, Tether was fi ned U.S.$18.5 million by New York State for overstating the size of its of collateral backing of U.S. dollars 
[Economist (2021b)].

5 Unfortunately, the U.S. has not yet enacted any laws regulating cryptocurrencies to furnish a legal basis for this fi ne.
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of uncollateralized cryptocurrencies disappeared with the cash 
proceeds from their initial coin offering (ICO) soon after the 
ICO was completed. Such frauds occur repetitively in the U.S. 
because the Securities and Exchange Commission (SEC), the 
Federal Reserve, the Comptroller of the Currency, the U.S. 
Treasury, the Federal Bureau of Investigation (FBI), or some 
other arm of the U.S. federal government have never of� cially 
recognized that cryptocurrencies are securities. As mentioned 
above, the Federal Reserve treats cryptocurrencies as if they 
were commodities, not legal tender. Since cryptocurrencies 
are not legally de� ned to be securities, they cannot be 
regulated under the existing U.S. securities laws [Macintosh 
(2021), Smialek (2021)].

4.3 Gemini Trust

An entertaining and informative 2010 movie named The Social 
Network reported the interesting 2004 campus activities of 
several Harvard undergraduates. The focus of the movie is 
Mark Zuckerberg’s formation of Facebook and his interactions 
with the identical twins named Cameron and Tyler Winklevoss 
(portrayed by actors) when they were all Harvard students. 
The twins are of interest here because in 2015 they founded 
and still run a New York City cryptocurrency broker-dealer � rm 
named Gemini Trust.

Gemini Trust brokers and deals in selected cryptocurrencies. 
In addition to making markets in various cryptocurrencies, 
the Gemini Trust also issues a stablecoin of its own called 
the Gemini dollar. The Gemini Trust seems to operate at a 
higher level of security and professionalism than most other 
cryptocurrency exchanges. Gemini complies with both the 
New York state and the U.S. digital asset regulations and 
consumer protection laws. As a result of these legal operating 
standards, Gemini Trust was able to obtain Federal Deposit 
Insurance Corporation (FDIC) insurance for the U.S. dollar (but 
not Gemini dollar) accounts of its clients.6

The collateral for the Gemini dollar is kept with a highly 
reputable third party, the State Street Trust in Chicago. Unlike 
Tether, both Gemini Trust and State Street Trust have audited 
� nancial statements to con� rm that Gemini’s collateral 
actually exists. The Gemini dollar runs on an Ethereum-
based blockchain system. Unlike many other cryptocurrency 
operations, the Gemini Trust appears to manage the Gemini 
dollar ethically [Jain et al. (2019)]. As a result, the market price 
of the Gemini dollar � oats within the narrow range between 

U.S.$1 and $1.06. No U.S. commercial bank is allowed to 
accept Gemini dollar deposits. Thus, Gemini dollars are no 
more liquid than bitcoins or ethers.

Although tether is � nancially riskier than the fully collateralized 
Gemini dollar, tether is much more well-known within the 
cryptocurrency markets. One reason for this popularity is 
because tether enjoys a � rst-mover’s advantage. Tether is an 
older stablecoin and its average daily trading volume of several 
billion exceeds the volume of the Gemini dollar. As a result, 
more cryptocurrency buyers are accustomed to dealing with 
the tether than with the Gemini dollar. In addition, many tether 
users are probably unaware of Tether Limited’s unsavory past.

4.4. Three types of stablecoins 

In this section, we describe three categories of stablecoins, 
each of which de� ne their collateral differently.

4.4.1 STABLECOINS COLLATERALIZED BY FIAT MONEY 

Many stablecoins claim to be backed by a � at currency. The 
safest � at-backed cryptocurrencies are collateralized by the 
U.S. dollar. Some of the most popular stablecoins that claim 
to be collateralized by U.S. dollars are tether (USDT), U.S. 
Dollar Coin (USDC), TrueUSD (TUSD), StableUSD, Dai (DAI), 
and the Gemini dollar (GUSD). Unfortunately, the Gemini dollar 
(GUSD) seems to be the only stablecoin that has veri� ed the 
existence of some appropriate amount of collateral by allowing 
itself to be audited by a respectable auditor. Similar claims 
by competing stablecoins are unaudited and, as a result, are 
highly dubious.

4.4.2 CRYPTOCURRENCIES COLLATERALIZED BY 
OTHER CRYPTOCURRENCIES

Each BitShares coin, issued by BitUSD, claims to be worth 
one U.S. dollar. In fact, the BitUSD has at least 100 percent 
of its own outstanding cryptocurrency backed by BitShares 
core currency, BTS. This circular relationship provides no 
valuable collateral.

Havven issues nomin, which is a stablecoin backed by a 
portfolio of havvens. The value of havvens comes from 
transaction fees generated from nomin transactions that 
are paid into the portfolio of havvens. The value of nomins 
is supposed to be kept stable by the havven owners, who 
are supposed to be incentivized to manage the supply of 

6  The FDIC is an independent federal agency of the U.S. government that insures U.S. dollar deposits in U.S. banks and thrift institutions if the bank fails. 
FDIC insurance covers checking and savings accounts, CDs, money market accounts, IRAs, trust accounts, and employee benefi t plans up to a maximum of 
U.S.$250,000 per client. But the FDIC does not insure any cryptocurrency deposits.
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havvens propitiously [Brooks et al. (2018)]. These claims have 
not been veri� ed by a reputable auditor and are, therefore, 
suspect. Essentially, all cryptocurrencies collateralized by 
cryptocurrencies that have no fundamental value have no 
fundamental value either.

4.4.3 STABLECOINS COLLATERALIZED BY SOFTWARE 

Instead of being backed by monetary collateral, some 
uncollateralized stablecoins are backed by a computer 
algorithm that makes dubious claims that it can execute 
transactions that will stabilize the stablecoins price � uctuations.

•  Basis: after a short run, Basis shut down in December 
2018. The market price of basis was supposed to be kept 
stable by a trading algorithm. When demand was rising, 
the blockchain was supposed to create more basis. This 
expanded supply was supposed to meet the rising demand 
and reduce the rising price. When demand for basis was 
falling, the blockchain was supposed to buy basis. The 
resulting contraction in supply was supposed to bid up the 
market price of basis [Reuters (2018)]. These claims were 
never demonstrated.

•  Carbon: Carbon is supposed to operate like Basis. Carbon 
uses an algorithm named Hedera Hashgraph, which is 
signi� cantly faster than the system used by Basis. The 
passage of time should reveal if the cryptocurrency market 
� nds any value in Carbon.

•  USDVault: the USDVault stablecoin is pegged one-to-one 
to the U.S. dollar. It is supposed to be backed by either 
gold bullion stored in Swiss vaults or U.S. dollars. USDVault 
takes a novel approach to maintaining stability. This 
stablecoin is supposed to stay gold-price neutral while 
maintaining a one-to-one peg to the U.S. dollar through a 
sophisticated gold hedging process that is administered 
by � duciaries and � nancial partners. Since the ambitious 
claims supporting the USDVault stablecoin have not been 
supported by a respectable auditor they are considered to 
be doubtful.

The founders of many stablecoins and almost all 
cryptocurrencies do not provide any clear, audited proof that 
their collateral exists. Examination of whatever plans may be 
provided reveals they are exaggerated and unclear.

Various writers have evaluated the characteristics of 
cryptocurrencies [Cheun and Guo (2018)]. One favorable 
feature that cryptocurrencies provide is a structure that 
facilitates the creation of non-fungible tokens (NFTs) [Ostroff 
(2021a)]. However, few people have any desire to invest in 
this tiny new market segment. A second favorable feature is 
wealth creation. Some speculators have quickly accumulated 
signi� cant wealth from a cryptocurrency and they like to brag 
about that. Numerous losers that do not brag about their 
outcomes also exist.
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5. EVIL ASPECTS OF CRYPTOCURRENCIES

In its original form, the bitcoin is an ingenious concept. But 
some unethical developers have reconstituted cryptocurrencies 
in ways that are harmful. Unfortunately, the U.S. government 
has been painfully slow in regulating the development 
of cryptocurrencies.7

5.1 Inadequate collateral

The Gemini dollar appears more likely than the average 
stablecoin to actually be worth its face value. Tethers appear 
to have some value, but their collateral is likely to be worth 
signi� cantly less than their face value. The majority of other 
stablecoins are worth signi� cantly less than they claim too. 
And some stablecoins are worthless.

All cryptocurrencies that are not stablecoins are totally void of 
collateral. Popular cryptocurrencies like bitcoin achieve and 
maintain their positive market prices because many investors 
have FOMO (fear of missing out) and, as explained in the next 
paragraph, some bitcoin traders are unethical.

Schoar and Makarov (2021) have recently mapped and 
analyzed every transaction in bitcoin’s 13 years of transactions 
and reported that only 0.01 percent of the bitcoin owners 
own 27 percent of the outstanding bitcoins [Vigna (2021b)]. 
Concentrated holdings like this might be called cornering the 
market, which is illegal in regulated commodity and security 
markets in the U.S. However, since the U.S. securities laws 
have not yet been applied to the cryptocurrencies, these 
unseemly behaviors in the crypto markets continue to go 
unpunished. Furthermore, Schoar and Makarov (2021) report 
that about 90 percent of all bitcoin transactions have no actual 
economic function that can be determined from the publicly 
available bitcoin transactions records. These research � ndings 
are troublesome.

5.2 A fundamentally flawed governance plan 

A fundamental problem underlying stablecoins involves bad 
governance. Consider the fact that if a private party issues 
stablecoins and is responsible for providing collateral for these 
stablecoins, that manager has continual economic incentives to 
under-collateralize the stablecoins. In addition, the stablecoin 
issuer has an incentive to invest the collateral in risky assets 
that have higher expected returns. Thus, stablecoins are a 
fundamentally � awed, unstable arrangements that encourage 
some bad management practices.

5.3 “Privacy” attracts criminals

Cryptocurrencies offer “privacy” that criminals � nd essential 
for survival. For example, if a kidnapper, computer ransomware 
seeker, tax cheat, divorce settlement cheater, bank robber, or 
other criminal wants to hide U.S. dollars obtained illegally, the 
criminal’s “dirty money” could easily be hidden by investing it 
in a cryptocurrency that keeps their identity private [for criminal 
aspects of cryptocurrency trading, see Lahart and Demos 
(2021), Osipovich (2021b), Vigna (2019b), Popper (2019), 
Vigna and Jeonmg (2019), Hirtenstein (2021), Yaffe-Bellany 
(2022b), Talley and Volz (2021)]. Income from cryptocurrencies 
is taxable in the U.S. But the U.S. government cannot collect 
taxes on “private” transactions if it cannot discover them.

5.4 Money records provide a valuable memory

The privacy of cryptocurrency transactions conceals much 
valuable information that should be made legally available 
to bene� ciaries, creditors and other interested third parties.8 
Law-abiding citizens prefer to transact in U.S. dollars because 
the U.S. check clearing system and related paper trails 
provide valuable information for police, regulators, and other 
interested third parties. In addition, a frequently cited research 
by Narayana Kocherlakota, former President of the Federal 
Reserve Bank of Minneapolis and a former Stanford University 
professor, argues that using U.S. dollars creates an audit trail 
[Kocherlakota (1998)]. This paper trail of money transactions 
provides a valuable chronological history of accessible records 
that can be used to determine causes and effects if a legal 
dispute or criminal investigation arises.

5.5 Significant environmental damage

As explained above, bitcoins, ethers, and many other 
cryptocurrencies are based on blockchain technologies that 
employ miners to verify every transaction. The mining process 
that accompanies most cryptocurrency transactions uses a 
massive amount of electricity to power the computers that 
verify every transaction. Electric generators that burn oxygen 
and create carbon dioxide are used to generate much of 
the electricity. The Cambridge Center for Alternative Finance 
(CCAF), for example, estimates the amount of electricity used 
by cryptocurrency miners to process only the world’s bitcoin 
transactions has a market value approximately equal to the 
“energy draw of small countries like Malaysia or Sweden.” 
[Carter (2021), Ostroff and Yu (2021)] When the aggregate 
electrical cost of simply verifying and reverifying the world’s 

7  F. A. Hayek, a Nobel Prize winning economist, argued in favor of competing national currencies. He did not address most of the problems discussed herein.
8  Regulators have succeeded in uncovering crooked cryptocurrency transactions. For information about a recent U.S.$2.3 million illegal bitcoin transaction 

that was uncovered and corrected see Volz et al. (2021). But most crooked transactions are not identifi ed.

CRYPTO  |  THE EVILS OF CRYPTOCURRENCIES



91 /

bitcoin transactions is considered, the negative impact that 
bitcoin mining has on the world's climate is troubling [Huang 
et al. (2021)].

5.6 Centralized mining

Bitcoins, ethers, and many other cryptocurrencies are based on 
a blockchain system that requires veri� cation and reveri� cation 
of every transaction by a computer called a “miner” each 
time another cryptocurrency transaction occurs. Thousands 
of specialized computers (miners) compete to � nish each 
veri� cation process � rst and win the reward of 6.25 bitcoins, 
which has a current market value of roughly U.S.$250,000 at 
current market prices. Over the years, this mining competition 
has evolved to the point where a few big “pools” of computers 
do most of the mining. The costs of this mining have become 
so high that only a small group of large � rms can afford to do it 
[Economist (2022)]. These mining operations tend to centralize 
their locations in a few spots around the world where large 
amounts of electricity can be purchased cheaply. In 2022, 
these mining operations became such a problem in Russia that 
the government passed a law making cryptocurrency mining 
in Russia illegal. Some of the Russian bitcoin miners are 
now in the process of moving to Rockdale, Texas (population 
5,600), where electricity is cheap and plentiful and the mayor 
welcomes new cryptocurrency businesses.

Two bitcoin mining � rms named Bitdeer and Riot Blockchain are 
currently Rockdale’s only miners, and they are both growing as 
fast as they can. While additional new cryptocurrency miners 
relocate to Rockdale, Riot Blockchain currently claims to be 
the largest so far with 100,000 computers on site. The electric 
grid for the state of Texas is deregulated and has ample power 
to sell, which makes electricity inexpensive in Texas. The state 
of Texas is a strong candidate to becoming the new central 
headquarters of the world’s cryptocurrency mining industry.

5.7 Facilitating criminal activity

If a criminal has a large amount of cash or cryptocurrency in 
their electronic wallet, they can transfer this “dirty money” long 
distances to a recipient electronic wallet about as quickly and 
con� dentially as the Federal Reserve could conduct a similar 
wire transfer between the bank accounts of non-criminals. 
The existence of cryptocurrencies and these developments 
in the cryptocurrency industry engenders criminal activity by 
facilitating electronic transfers of “dirty money.”

5.8 Law-abiding investors are scared away

Satoshi Nakamoto, who created the bitcoin in 2009, said that 
bitcoin was created to allow anyone to open a digital bank 
account and hold digital money in a way that no government 
could regulate [Nakamoto (2009)]. This innocent sounding 
goal overlooks some inconvenient realities. Actually, the 
privacy surrounding cryptocurrencies may entice criminals 
and scare away law-abiding investors who would prefer to 
have transparent transactions that generate paper trails that 
can be audited and policed.

Most cryptocurrency exchanges are only modest websites that 
sprung up in someone’s home during 2016-2017. Some of 
these cryptocurrency exchanges have lost millions of dollars 
of their clients’ money. For example, the following losses have 
been reported by cryptocurrency exchanges:

• Youbit lost U.S.$35 million in 2017

• DAO lost U.S.$55 million in 2016

• Bit� nex lost U.S.$77 million in 2017

• BitGrail lost U.S.$170 million in 2018

• Mt. Gox lost U.S.$450 million in 2014

• Coincheck lost U.S.$534 million in 2018.

More recently, in February 2022, the U.S. government seized 
U.S.$3.6 billion of cryptocurrency linked to the U.S.$4.5 
billion 2016 hack of the cryptocurrency exchange, Bit� nex.9 A 
married couple was arrested in this huge � nancial seizure. This 
arrest suggests law enforcement of� cers are sometimes able 
to recover stolen cryptocurrency. A Deputy Attorney General 
said the authorities captured the married couple by following 
the stolen funds as they were deposited and withdrawn in 
rapid succession while jumping between multiple forms of 
virtual currency exchanges and dark markets. When Satoshi 
Nakamoto was designing bitcoins in 2009 terrible events like 
these were probably never imagined.

5.9 Misleading transaction prices 

Through no fault of the researchers, some of the cryptocurrency 
trades that researchers study and report do not always involve 
actual trades. For example, consider a hypothetical small 
sample of empirical data that has a mean daily return that 
is calculated from a sample of 132 large, frequently traded 
cryptocurrencies. If this sample of 132 selected observations 
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happens to equal a small percent of the total population of 
cryptocurrencies, the sample mean statistic is very likely 
to be an unrepresentative estimate of the underlying 
population parameter. Fake transactions have also been 
reported [Vigna (2019b)].

In the more fool-proof research methodology mentioned 
above, Schoar and Makarov (2021) analyzed every transaction 
in Bitcoin’s 13 years of transactions and reported that only 
0.01 percent of the bitcoin owners own 27 percent of the 
outstanding bitcoins [Makarov and Schoar (2021), Vigna 
(2019b)]. Schoar and Makarov (2021) also report that about 
90 percent of all bitcoin transactions have no actual economic 
function that can be determined from the publicly available 
bitcoin transactions records. These facts suggest that a few 
large bitcoin traders could be in a position that would make 
it possible for them to pro� t from manipulating bitcoin prices.

5.10 Essential governmental functions 

Milton Friedman (1960) made a statement that is still 
relevant today. “Something like a moderately stable monetary 
framework seems an essential prerequisite for the effective 
operation of a private market economy. It is dubious that the 
market can by itself provide such a framework. Hence, the 
function of providing one is an essential governmental function 
on a par with provision of a stable legal framework.”

6. CONCLUSION

Cryptocurrencies, as explained in Section 1, have only a small 
resemblance to the popular � at currencies. Since they do 
not attempt to duplicate any of the popular � at currencies, 
cryptocurrencies cannot be called counterfeit currencies. The 
two aspects of cryptocurrencies that make them unique are, 
� rst, they are a medium of exchange that operates through 
a computer network and second, that they are not reliant 
on a central authority. These are the qualities that were 
innocently stressed by Satoshi Nakamoto when the bitcoin 
was introduced in 2009.

Since 2009, unethically greedy people and criminals have, 
unfortunately, reconstituted and adapted bitcoins in ways 
Satoshi Nakamoto might not appreciate. Although bitcoins 
are still the predominant cryptocurrency, over 10,000 other 
cryptocurrencies have been developed in the U.S. The 
developers of over 90 percent of these newer cryptocurrencies 
took the proceeds from their initial coin offering (ICO) and 
disappeared. Several get-rich-quick stories are told and retold 
while numerous losers remain silent.10

10  For one of the few accounts of losses from cryptocurrency trading, see Yaffe-Bellany (2022a). The last half of the article discusses various problems 
cryptocurrency traders encounter.
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